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(54) DIGITAL COUPON FOR PAY TELEVISION RECEIVER 

(57) Abstract: 

PROBLEM TO BE SOLVED: To provide a method and system that give a selective 
object of promotion of a program service to a specific subscriber or 
subscriber groupwithout the use of the free charge mode or a paper coupon. 
SOLUTION: In the case that a digital coupon is sent selectively to a 
subscriber terminal in a communication network for promotion and a subscriber 
purchases a given number of paper view PPV programs at a standard pricea PPV 
program which is free of charge or discounted is given especially to the 
subscriber. Terminals 160170 maintain a running balance of a valid coupon 
credit and informs the subscriber of a valid balance through a user interface. 
The subscriber receives a coupon as a reward for viewing a commercial 
messageand the PPV program pays back the coupon. A program service provider 
retrieves and analyzes terminal use pattern data to collect additional data 
for general public or a person as an additional back report capability. 



CLAIMS 



[Claim(s)] 

[Claim 1]A controller for transmitting program service to two or more member 
terminals through a communications channeland said program serviceAre applied 
so that it may be selectively recovered by said member terminalsaid controller 
is applied so that a digital coupon may be transmitted to said terminal 
through said communications channeland by said digital coupon information. A 
communication apparatus with which said terminal can obtain a credit when 
recovering the 1st specific program of said program service according to a 
precondition of said digital coupon informationand said terminal maintains 
running balancing of said obtained credit. 

[Claim 2]A device which is the device according to claim land can be used when 
obtaining said credit at a fee which had the 2nd specific program of said 
program service reduced. 

[Claim 3]Claim 1. Or are a device given in 2comprise a monitor means for 
monitoring one using pattern in which said terminal was chosen in order to 
determine whether said precondition of said digital coupon information was 
satisfied furtherand said using patternln (a) said which 1st at least one 
specific program service by said selected terminal, or it recovered — and (b) 
— said 1st at least one specific program service by said selected terminal. A 
device with which it is at least one recovered index of time intervalin the 
meantimeand said credit is given when correlation exists between said 
precondition of said digital coupon informationand said using pattern. 
[Claim 4] A user interface for being the device according to any one of claims 
1 to 3and repurchasing said credit selectively further according to a user 
inputand ************. 

[Claim 5] A user interface for obtaining a check of user involvementwhen one to 
which it is the device according to any one of claims 1 to 4and said terminal 
corresponds further has recovered said 1st specific program of said program 
serviceand ************. 

[Claim 6]Are the device according to claim 3 and said 1st specific program of 
said program serviceBy said selected terminal, giving two or more individual 
programs which are adapted so that it may recover individually — said using 
pattern — said selected terminal — (a) — the predetermined number of said 
two or more individual programsand (b) — by said selected terminalwhen 
recovering said at least one individual program. A device with which said 
credit is given when having recovered at least one of the predetermined amount 
of feeto undertake is shown. 

[Claim 7]A means to be a device of a statementto relate to said controller in 
**** further at claims l-6and to encipher said digital coupon information and 
said program service according to a common cryptographic keyand ************. 
[Claim 8]Using pattern Account CenterMinistry of Finance which is the device 



according to claim 3 and is further connected with said controller in 
operation******** and said using pattern Account CenterMinistry of Finance a 
communication link. It is adapted in order to receive information which leads 
and shows said using pattern of said selected terminal from said monitor 
meansand said controllerA device which receives said information which shows 
said using pattern from said using pattern Account CenterMinistry of Finance 
in order to control transfer in said selected terminal of said digital coupon 
information. 

[Claim 9]A device which is the device according to any one of claims 1 to 8and 
is adapted so that said controller may transmit different digital coupon 
information to a terminal from which said two or more member terminals differ. 
[Claim 10] In order to recover selectively program service which is a member 
terminal in a communication apparatus and was received from a controller 
through a communications channel A meansBy a means and said digital coupon 
information for receiving digital coupon information from said controller 
through said communications channelsaid terminalA means and a ******** 
terminal for maintaining running balancing of a credit which could obtain a 
credit when recovering the 1st specific program of said program service 
according to a precondition of said digital coupon informationand was obtained. 
[Claim 11]A terminal of a place are the terminal according to claim 10 and 
usable with a fee which had the 2nd specific program of said program service 
reduced in said credit. 

[Claim 12] Claim 10. Or are a terminal given in llcomprise a monitor means for 
monitoring a using pattern of said terminal in order to determine whether said 
precondition of said digital coupon information was satisfied furtherand said 
using patternln (a) said which 1st at least one specific program service by 
said selected terminal, or it recovered — and (b) — said 1st at least one 
specific program service by said terminal. A terminal to which it is at least 
one recovered index of time intervalin the meantimeand said credit is given 
when correlation exists between said precondition of said digital coupon 
informationand said using pattern. 

[Claim 13]Are the terminal according to claim 12 and said 1st specific program 
of said program serviceBy said terminal, giving two or more individual 
programs which are adapted so that it may recover individually — said using 
pattern — said terminal — (a) — the predetermined number of said two or 
more individual programsand (b) — by said terminalwhen recovering said at 
least one individual program. A terminal to which said credit is given when 
having recovered at least one of the predetermined amount of feeto undertake 
is shown. 

[Claim 14]A communication interface which is the terminal according to claim 
12is a communication interface for communicating information which shows said 



using pattern from said monitor means further to using pattern Account 
CenterMinistry of Finance through a communication linkand relates to said 
controller in ****A terminal which receives said information which shows said 
using pattern from said Account CenterMinistry of Finance in order that a 
************ controller may control transfer in said terminal of said digital 
coupon information. 

[Claim 15] A meansa ******** terminal which are the terminals according to any 
one of claims 10 to 14and answer a user interface for said terminal to 
repurchase said credit selectively according to a user input further. 
[Claim 16] A meansa ******** terminal which are the terminals according to any 
one of claims 10 to 15and answer a user interface for obtaining a check of 
user involvement when said terminal recovers said 1st specific program of said 
program service. 

[Claim 17]A terminal which is the terminal according to any one of claims 10 
to 16and is enciphered according to a cryptographic key with common said 
digital coupon information and said program service. 

[Claim 18]An authentication means and a ******** terminal for being the 
terminal according to any one of claims 10 to 17and attesting said digital 
coupon information in cryptography further. 

[Claim 19]A terminal with which it is the terminal according to claim 18and 
said authentication means attests said digital coupon information according to 
a group key. 

[Claim 20]A terminal with which it is the terminal according to claim 18 or 
19and said authentication means attests said digital coupon information 
according to a public key. 

[Claim 21] Including a program enciphered according to a program re key which 
it is the terminal according to any one of claims 10 to 20and said program 
service accompaniessaid at least one specific program re key communicates in 
said terminaland by it. A terminal with which said terminal can decode a 
program which accompanies using said program re keyand can be recoveredand 
said digital coupon information communicates to said terminal with said 
program re key. 

[Claim 22]Through a communications channelfrom a controller to two or more 
member terminals in a communication network. Are the method of transmitting 
digital coupon informationand said network program service in order to 
communicate from said controller to said two or more member terminals. 
******and said program service so that it may be selectively recovered by said 
member terminal. A process aiming at said at least one terminal chosen in 
order to be the method of being adapted and to receive said digital coupon 
informationBy a process of transmitting said digital coupon information to 
said terminal through said communications channeland said digital coupon 



informationsaid terminalA process which can obtain a credit when recovering 
the 1st specific program of said program service according to a precondition 
of said digital coupon informationa process of holding running balancing of 
said credit obtained in said terminaland ************. 
[Claim 23] How to use [ is the method according to claim 22and ] itwhen 
obtaining said credit at a fee which had the 2nd specific program of said 
program service reduced. 

[Claim 24]A process of monitoring one using pattern in which said terminal was 
chosen in order to determine whether are the method according to claim 22 or 
23and said precondition of said digital coupon information is satisfied 
furthersaid using pattern — (a) — said which 1st at least one specific 
program service by said selected terminal, or it recovered — and (b) — said 
1st at least one specific program service with a process which is at least one 
index of time intervalin the meantime recovered by said selected terminal. A 
process of giving said credit when correlation exists between said 
precondition of said digital coupon informationand said using patternand 



[Claim 25]Are the method according to claim 24 and said 1st specific program 
of said program serviceBy said selected terminal, giving two or more 
individual programs which are adapted so that it may recover individually — 
method concerned — further — said using pattern — said selected terminal — 
(a) — the predetermined number of said two or more individual programsand (b) 

by said selected terminalwhen recovering said at least one individual 
program. A process of giving said credit when having recovered at least one of 
the predetermined amount of feeto undertake is shownand ************. 
[Claim 26]A process of receiving information which is the method according to 
claim 24 or 25and shows said using pattern of said selected terminal further 
from said monitor means through a communication linkA process of controlling 
transfer of said digital coupon information to said selected terminal 
according to said information which shows said using patternand ************. 
[Claim 27] A process of being the method according to any one of claims 22 to 
26and giving a user input to said terminal furthera process of repurchasing 
said credit selectively according to said user inputand 

[Claim 28] A process of obtaining a check of user involvement when one to which 
it is the method according to any one of claims 22 to 27and said terminal 
corresponds further recovers said 1st specific program of said program 
serviceand ************. 

[Claim 29]A process of being the device according to any one of claims 22 to 
28and enciphering said digital coupon information and said program service 
according to a common cryptographic key furtherand ************. 
[Claim 30]A process of transmitting digital coupon information which is the 



method according to any one of claims 22 to 29and is different in one from 
which two or more of said members' terminal differsand ************. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[00.01] 

[Field of the Invention] This invention relates to a communication network like 
cable TV and satellite TVand the computer network whose service is a charge. 
Especially a device and a method are given in order to obtain a creditwhen the 
user of service like pay TV watches a specific program. By this inventionto an 
individual member terminalthe service provider can transmit credit information 
in the form of a "digital coupon"as a resultcarries out the promotion of the 
specific programand pays a televiewer a loyalty as remuneration. 
[0002] 

[Description of the Prior Art]The cable and satellite TV network whose video 
service is a charge are common knowledge. That it is common knowledge 
similarly CompuServeProdigy and America-onlinelt is a computer network service 
like a Knight-Ridder information servicein addition there are some which can 
communicate by what can access a databasebankingand shopping servicee-mailand 
othersand it is a charge altogether. Some networks provided service in free 
examination form in the past. For exampleit has been viewed and listened to it 
between the time intervals of the promotion which continues during a day or 
the second by the member who has to pay a usually additional fee so that a 
premium program like a movie or a sport channel may receive such a program. In 
most many casesthis is performed by replacing all the services by a promotion 
scramble mode of a certain kindand a program uses there the fixed key which 
scramble is not carried outor is beautiful or is known by all the member 
terminals. For examplein broadcast environment the service provider cannot know 
any shall access specific service between the present customer or a potential 
new visitor. Even if feedback is obtained using a telephone line or a certain 
upper paththe service provider cannot perform useful analysis by many 
treatment of wavelength doubling of the visitor to service. 
[0003] As a resultservice must often be put on the scramble mode which permits 
free access by everybody including a potential new visitor and the present 
customeror the defined big group at least. In order that a different program 
made effective between free previews may appeal to a different 
interestpublicand a televiewer' s generation groupfree service time needs to be 
extended to carry out the promotion of the service often effectively. For 
examp leal though a certain televiewer wants to see the action filmother 



televiewers may want to see a comedy. Thereforeit is required to recommend it 
effectively to contract to the additional premium program service for monthly 
amounts to a televiewer in order to give vast free programs over extra time. 
[0004] In order to wait for a visitor anyhow until a free preview interval is 
completedand to place an order for new service continuouslyin order that it 
may press the telephone tolerance level of service a provider' s reservation 
centerbetween free preview interval supdating and a new request-to-print-out- 
files rate decreaseand a visitor is stimulated further. 

[0005]Various programs may be additionally sponsored based on a la carte dish 
pay-per-view individuallyand a fee is paid in order that a member may watch 
one program in that case. A reservation center may be telephonedor a visitor 
may arrange so that it may have a constant rate of money credits downloaded in 
their terminalso that this visitor may have the specific recognition or 
qualification over one program sent to a visitor's terminal. With selection of 
a pay-per-view (PPV) programthe amount of credits beforehand saved in the 
terminal decreases. Such PPV is provided in the time (staggered times) which 
has fixed time or what is called NVOD (near video on demand) to shake. A 
program is intrinsically transmitted by video on demand (VOD) simultaneously 
again. 

[0006] In a VOD devicewhen a member communicates a purchase signal to the video 
server arranged at the cable TV device head enda program is transmitted to a 
specific member by demand. This purchase signal may communicate through the 
effective upstream channel for examplein a cable TV networkor a telephone line. 
[0007]Full use of various commercial techniques to which the purchase of a 
pay-per-view program is recommended to a member has been made. PPV is often 
more useful than request-to-print-out-files service for a service provider. 
When a member purchases a predetermined number of PPV programsor when the 
money of a predetermined quantity is consumed in a PPV programsuch marketing 
skill gives a member the credit based on a monthly claim. Otherwisea member 
mails the network Accounts and Finance Department the paper coupon which can 
be returned behindand after being in agreement with a precondition for a 
member to repurchase this couponhe is reduced. For examplewhen one PPV program 
is purchased at the usual pricea paper coupon gives the right of the credit of 
1/2 of the prices of a PPV program to a member. 
[0008] 

[Problem(s) to be Solved by the Invention] Although such marketing skill is 
effectivea certain member will be tamed to receive other cuts of a paper 
coupon and the bill of own every monthand if the cut is not providedhe resists 
the payment of a higher fee. In other wordsthey will certainly buy itif a 
coupon is got. After they are in agreement with some predetermined 
conditionsto give a member remuneration is wished. Additionallyit is not easy 



to use a member' s group or an individual member as a target selectively or to 
monitor the effect of such a promotionwithout making all the services into no 
charge. Since it pays and realization of the cut by a member is delayed during 
many weeks typically because of delay of a cycle further againthe effect of 
the conventional promotion decreases. Collecting or treating loses a paper 
coupon simply difficult. 

[0009]Thereforeto give the method and device for giving the alternative target 
of the promotion of program service to the group of a specific member or a 
member is wishedwithout [ without it puts service on non-charge modeor ] using 
a paper coupon, the time of a predetermined vision pattern being in agreement 
— a device — a member — early — credit receptacle **** — things must be 
made. This device must give a member a remuneration loyaltyand the purchase of 
the program service of an additional level like a PPV program and/or premium 
program service must be recommended to a member. 

[0010]A member has to pack a credit by the method of creating an inventory 
list quickly againand the device concerned must tell a member about the time 
when service is effective through a promotion. The device concerned must have 
show with various creditsand a flexible program about how it is used about the 
time accessed. 

[0011] To give the device for monitoring continuation of such a promotion 
further againto obtain feedback of the custom to which the member is viewing 
and listeningand to determine the BYUWA ship (viewership) (for 
examplespectators' size) of a specific program are wished. Encoding technology 
must be used for it so that to obtain illegally and the device concerned may 
block the non-permitter (for examplePirates) which tries to tamper with a 
device about. 

[0012] This invention gives the device which has the above and other advantages. 
[0013] 

[Means for Solving the Problem] According to this inventionwhile a user of 
service like pay TV is watching a specific programa device and a method for 
obtaining a credit are given. By this inventionthe program service provider 
can transmit credit information to an individual member' s terminal in the form 
of [ of promoting a specific program and paying a televiewer loyalty ] a 
"digital coupon. " 

[0014]A communication apparatus according to this invention contains a 
controller for transmitting program service to two or more member terminals 
through a communications channel. In a pay-per-view program which requires a 
TV program to which program service is continuously transmitted to broadcast 
or a predetermined schedulea specific own alternativeand purchase performed 
locally or automat icallyand shaking broadcasting hours. Video-on-demand 
service transmitted only by answering a near video on demand by which pay-per- 



view offer is madeand a user requestor electrical information like other 
computer software may also be included. 

[0015] The communications channel can also include a cable plant and/or a 
satellite link. This programme service is selectively recovered by member 
terminal. For examplewhen a member tunes up within an onscreen interface like 
an electronic program guide (EPG)and a channel corresponding using a remote 
control deviceor a thing for which a purchase order to either PPV or a video- 
on-demand program is transmitted — a specific program for viewing and 
listening can be chosen. 

[0016] This controller transmits digital coupon information to a terminal which 
met program service information using all effective art like frequency or time 
multipled. When recovering a specific program which is defined by a 
precondition of digital coupon informationthe terminal can obtain a credit by 
this digital coupon information. For examplewhen a precondition which 
purchases five PPV programs at the usual price is in agreementthe member can 
also receive a credit to one free PPV program. A terminal carries out the 
track of the balance of a coupon credit automatically as a coupon is given and 
repurchased. When a credit obtains program service (for examplea discount or 
no charge) at a reduced feeit is usable in it. 

[0017] Each terminal contains a processor which monitors a using pattern (for 
exampleviewing history) of a terminalin order to determine whether a 
precondition of digital coupon information was satisfied, for examplethis 
using pattern — which program — less than [ these days 1 month ] — or it is 
shown whether it was recovered by terminal within a time [ as which a specific 
program or program service (for examplechannel) was regarded ] within other 
periods. This terminal gives a coupon simply based on time quantity being 
spent in seeing an informercial (infomercial) based on the purchase of a PPV 
program. Thereforea credit is given when correlation exists between a using 
pattern and a precondition of digital coupon information. 
[0018]A user interface like a graphic user interface (for exampleonscreen 
display) is given so that a member can repay a credit selectively. For 
examplethis user has various options which should be chosen and cash balance 
and/or coupon balance are thoroughly repurchased in part in this case. A user 
interface is used so that it may obtain a check of user involvement 
(involvement) again. For exampleperiodicallyin order to verify that a member 
is still watching a programhe may be required as giving some control input 
signals as a program is displayed. 

[0019]a time of program service including an individual program individually 
recovered by a terminal which is related with the PPV technique — a number 
with a specific using pattern of such individual programs — or when having 
recovered with a specific quantity of a fee is shownthis coupon credit is 



given. A coupon credit is given by this alwayswhen a PPV program is accessed. 
In order to access a programone or a coupon beyond it is needed. 
[0020] Since it permits that a program service provider and an advertising 
person gain and analyze terminal using datausing pattern Account 
CenterMinistry of Finance which accompanies a network control machine is given. 
This using pattern Account CenterMinistry of Finance can receive use pattern 
information from a terminal through an upper path within a channel with which 
program service is transmittedor a communication link like a telephone line. 
Especially this has useful cost made to run within a program at adalthough a 
BYUWA ship of commercials or an informercial which is often a function of 
viewership is determined. 

[0021] The network control machine can control transmitting digital coupon 
information to a terminal further again based on reception use pattern 
information. In this casethe network control machine can transmit a digital 
coupon to a terminal directly by the same method as a reservation list titlea 
PPV titleand other titles like credit information. For examplea member who 
specifies a preference for sports programs receives digital coupon information 
which gives a cut to a future special sports program. 

[0022]Thereforethis controller transmits digital coupon information which is 
different to a different member based on the public or personal data compiled 
by use pattern information or other means. This digital coupon information 
gives the same preconditionin order to obtain a credit which gives a 
precondition which is different in order to obtain the same creditor is 
different. For examplewhen the same viewing condition is in agreementit is 
possible to give a warm treatment member remuneration by giving many coupons 
rather than other fewer warm treatment members to a warm treatment member who 
purchases comparatively many programs. 

[0023] In order to prevent access to a digital coupon in disapprovalvarious 
encoding technology is adopted. 

[0024] A corresponding member terminal and a method are also given. 
[0025] 

[Embodiment of the Invent ion] While viewing and listening to a specific 
programit is related with a method and a device for the user of program 
service like pay TV to get a credit. Credit information can be transmitted to 
an individual member terminal in "digital coupon" form so that a program 
service provider may promote a specific program by this invention and it may 
accept a viewing-and-listening royalty. A digital coupon can also be locally 
generated within a terminal based on the standard sent by the service 
provideror is directly transmitted as a title by a service provider. 
[0026] Drawing 1 is a block diagram of the communication apparatus according to 
this invention. The device concerned contains transmission and HOthe channel 



120receptionand 130. The CC machine 130 which transmission and 110 connect 
with the PPV order processing function 115the use pattern information 
accounting function 125 of a terminalthe code machine / multiplexer / 
modulator 150the digital coupon information function 135the program service 
information function 140And the control data function 145 is included. 
[0027] Reception and 130 have many terminals which contain the terminal N (170) 
from the terminal land they receive digital coupon informationprogram service 
informationand control data through the hub 124 and the course 122. Each 
terminal has an accompanying display like the television for displaying 
program service information. For examplel70 accompanies the display 180. In 
the shown examplethe terminals 160. . . 170 can connect the PPV order processing 
function 115 and the use pattern information accounting function 125 through 
the channel 120. 

[0028]For examplein a cable TV networksuch upper communication may be given on 
the channel separated from the channel with which program service information 
communicates (for exampleRF spectrum). It may be used in order that the 
multiplexing technique of frequency division may attain this purpose. In 
modif icationthe time multiplexing technique is used or the terminals 160. . . 170 
are connected with the PPV order function 115 and the use pattern information 
accounting function 125 through a separation communication link like a 
telephone line. Even if he has the PPV order processing function 115 and/or no 
use pattern information accounting function 125this invention can be performed 
so that it may be explained in detail below further again. 

[0029]The channel 120 comprises a wireless link like a coaxial cablean optical 
fiber and/or a satelliteor RF broadcast link. Transmission of a device and 110 
may be a cable TV device head enda satellite uplink centeror RF broadcasting 
centerfor example. 

[0030] The digital coupon information function 135 comprises the memory for 
saving digital coupon information according to this invention. This digital 
coupon information is connected with reception of a deviceand the terminals 
160. . . 170 in 130. When an address is possible for the terminals 
160. . . 170digital coupon information is made into a target to the group of an 
individual terminal and/or a terminal further againfor example according to 
public data. DEJITA coupon information is transmitted in modification through 
the course separated from the course of program service. 

[0031] Digital coupon information gives the credit which a terminal can use for 
many purposes. For examplewhen a terminal places an order for one PPV program 
more than ****** through the PPV processing capability 115digital coupon 
information gives a cut. As an exampleif a terminal places an order for five 
PPV programs within a present demand cycleas for a terminala digital coupon 
credit can order the 6th PPV program for free. Otherwiseto the terminal which 



places an order for a PPV program rarelythe terminal concerned can place an 
order for the first program at half the price with a digital coupon credit. A 
digital coupon may be automatically generated based on the program coupon 
standard established by the service provider. The advantage of this is not 
involving in a service provider directly. A revolution path does not existor 
this is late or suitable to the broadcast environment which is not set up to 
bidirectional processing. 

[0032] In modificationby digital coupon informationfor nothinga terminal is the 
fee which decreased in numberor can access premium program serviceand Or a 
software programa computer gamethe book of electronic formata musical workan 
onscreen TV program guideOther information like a moviea restaurant reviewor 
other promotional informational and educational raw materials can be accessed. 
For exampleby digital coupon information a terminalA premium movie channel can 
be accessed for two days about each PPV purchaseone computer video game can 
also be downloadedand the free connect time to a computer database can also be 
obtained for 1 hour. 

[0033]Thereforethe word of the "program service" used hereTelevisionmultimedia 
and other audios and/or a video signal and the computer software it is 
accessed by the terminal or is connected through the channel 120or all virtual 
information are included. A thing provided with profits like the price which 
the word of the "credit" decreased when a terminal obtained program service 
through access and/or a channelor was abandoned hereOr it is for obtaining 
goods through the channel delivered by the member by other means (for 
exampl email) . 

[0034]The terminals 160. .. 170 do not realize the credit provided by digital 
coupon information until they satisfy a precondition with a terminal. Each 
terminal has a means for monitoring various factors which define the use 
pattern information of a terminal covering the defined time intervaland it for 
exampleln the number of the purchased PPV programsthe quantity of the PPV fee 
by which load was carried outand how much time. It is included whether whether 
it changed to a program or program service with a specific terminal whether the 
terminal' s having been upgraded to one or more premium program services 
recentlyand a promotional time interval are effective. A promotional time 
interval may be applied to the terminal group chosen as an individual terminal 
like those new membersor all the terminals. 

[0035]Thereforethe monitor means in a terminal monitors the above-mentioned 
factorin order to determine whether the using pattern of a terminal 
corresponds to the precondition of digital coupon information, setting to a 
"report back" function additionally — use pattern information — the hub 124 
and the channel 120 — or it is periodically transmitted to the use pattern 
information accounting function 125 from a terminal through a telephone line 



in modification. For exampleusing data is transmitted every day every week or 
every month. 

[0036] Such use pattern information gives the product and service with which 
they are likely to be pleased to the useful information to the program service 
provider and those [ advertising ] who are used for the individual member and 
member group of a better target. With datathe using pattern can determine the 
effect of a promotion with various interested persons (for examplea promotor 
and an advertising person) further again. For examplewhen digital coupon 
information is able to give the PPV program of half the sum to the member who 
places an order for PPV rarelythe success percentage of a program is 
determined from use pattern information in the function 125. 
[0037] When digital coupon information gives free access for two days to one of 
many the effective premium program services in other examplesThe selected 
premium program service is monitoreda member is continuously provided with a 
digital couponand he can upgrade by it to the selected premium program service 
(at for examplehalf the sum usual only in the first moon). In order that other 
various commercial strategies may strengthen trust of an income and a 
visitorit is used for this invention. For examplea free PPV movie coupon 
credit is given to a member on his birthday. 

[0038]Digital coupon balance is adjusted according to a lotother contestsor a 
game. For examplewhen gold of a certain quantity has been usedthe member can 
substitute an additional coupon and can participate in a lot. Otherwisethe 
member can also play the bidirectional game as which a match is determined 
with a coupon. 

[0039]Howevereven if the report back of the use pattern information is not 
carried out to the function 125it can be determined whether use pattern 
information of the monitor means of a terminal corresponds with the 
precondition of digital coupon information. Suitablythis is performed by a 
safe method so that it may explain in detail belowand the Pirates may not 
tamper about. 

[0040]By the controller 130the digital coupon information from the function 
135 is enciphered and multiplexed in a code machine / MUX / modulator 150 
along with the program service information from the function 140and the 
control data from the function 145. Program service information comprises the 
video and/or audio information which are locally saved to a preservation 
medium and/or are received from external sauce like a satellite down-link. 
This program service information comprises computer software or other 
electronic intelligence in modification. 

[0041] Control data contains the encryption data used in order to generate a 
working key in a terminalin order to carry out decoding of the received data. 
Typicallyone or the premium program service beyond it is connected with basic 



program service through the channel 120. Both the basics and premium program 
service are accessed by possession of a proper group key or plural keys. A 
group key or plural keys are transmitted as a part of title management message 
(EMM). By possession of the group key or plural keys which met the suitable 
title control datathe terminal can recover the program key from the program 
data sent by the service provider given into a title control message (ECM). 
[0042] By a program keythe decipherment or derivation of a working key used can 
encipher a program signal in uplink or a head end sideor can decode the 
program signal of a down-link or a visitor' s decoder side. The "restorative" 
word shows that it is received and program service is searched in a terminal 
here so that it may be used by a member (for exampledi splay) . 
[0043] The control data contained in a title control message (ECM) is used in 
order to control access to specific program service (namely channel) . Since 
this ECM control data is permitted so that specific program service may be 
accessed and it may recoverit is shown that a title needs to be held by a 
terminal. It is used also for the ECM message which transmits control data 
information transmitting program key information typically. Thereforean ECM 
message not only defines a program parameterbut transmits a key or a 
precedence key (for exampleplay key). 

[0044]This ECM control data may also contain the data for giving the cost for 
placing an order for a PPV program to a terminal further. Furthermorethis 
control data may point to cost with the number and type of a coupon required 
to access a program in accordance with the details of others which list how 
many coupons are required for a cut. 

[0045] Drawing 2 is a block diagram of the member terminal according to this 
invention. The same numerals are used for the same element as drawing 1 . The 
demultiplexer / demodulator 205 of the terminal 170 receive program service 
informationdigital coupon informationthe course 122and the control data from 
the hub 124. Demultiplexing and DEM0JURE Tyng are performed using conventional 
technology. The enciphered program service is given to the decipherment 
processor 212 and the switch 218 through the lines 210 and 
214respectivelyandon the other handthe control data and digital coupon 
information which were enciphered are given through the line 230 to the 
protection processor 220. 

[0046] The enciphered program service is decoded by the decipherment processor 
212and gives a clear signal in the output 216 of a decipherment processor. The 
protection processor 220 may receive the digital coupon information decoded 
from the decipherment processor 212. The decipherment processor 212 uses the 
conventional decipherment technique. For exampleUnited States patent 4th by 
Gilhousen and others613Title "Signal Encryption and Distribution System for 
Controlling Scrambling and Selective Remote Descrambling Televisionof No. 901 



Singnals "title [ or ] of U. S. Pat. No. 4864615 by Bennett and others" 
Reproduction of SecureKeys By Using Destributed Key Generation. Data" is 
incorporated here as a reference. 

[0047] A decipherment processor needs a working key (WK) so that it may decode 
the signal inputted there through the line 210. This working key answers the 
control signal received through the line 230is depended protection processor 
220 and generated. The firmware for protection processors is saved in the 
read-only memory (ROM) 224. The protection processor 220 is provided with 
random access memory (RAM) again. The protection part of RAM222 holds the seed 
(seeds) who uses it by the decipherment of a group key the specific key of a 
simple substanceand/or every month so that it may be later explained in detail 
in connection with drawing 3 . 

[0048]With the user interface 226the televiewer can choose a programwhile 
watching the television 180. If a user is permitted receiving the service 
selected with the memberindividual purchase (for examplepay-per-view)and 
digital coupon creditThe protection processor 220 operates the switch 218 so 
that the output 216 decoded from the decipherment processor 212 may be 
connected with the television 180 through the user interface 226. Otherwiseit 
is only that a user interface and television receive the signal enciphered 
through the line 214 and the switch 218. As everyone knowsthe switch 218 is 
constituted by turns by the person skilled in the art so that a signal may not 
be given at allwhen access to the service which gave the user the barker 
(barker) channel (for examplefixed message) or the user chose is not permitted. 
[0049] It monitors a program with the user selected through the user interface 
226 in order to determine whether to be in agreement with a preconditionin 
order that the protection processor 220 may get [ a user ] a digital coupon 
credit. For examplewhen five PPV is usually purchased at a pricesupposing a 
digital coupon gives a credit to one free PPV programa protection processor 
will record generating of the purchase of a PPV program. Since corresponding 
data is savedRAM222 is used. Thereforealthough use pattern information 
contains the data related to a digital coupon preconditionother own 
alternatives can be included similarly. The communication interface 230 like a 
data modem is givenand the terminal can transmit the order for VOD programsor 
the type of a certain kind which needs permission of a service provider in 
order to incorporate of program to the PPV order processing function 115 of 
drawing 1 . PPV purchase which was locally processed by the terminal and was 
saved internally in the terminal is shipped for bills to a PPV processing 
capability. With the interface 230the terminal 170 can transmit use pattern 
information to the use pattern information accounting function 125 of drawing 
1. 

[0050]A terminal receives control data in the form of the title management 



message (EMM) which gives the first currency (currency) credit balance to the 
terminal 170. In this casewhen a user places an order for a PPV programall the 
currency credit balances decrease only the cost of a program. The EEM message 
produced from a service provider is the first stageor even if it transmits an 
additional coupon credit to a terminalit is not necessary to carry out it. 
[0051] A coupon credit is generated when the precondition for obtaining a 
digital coupon credit is realized typically. A coupon credit balance is 
adjusted immediately. Supposing an early credit balance is 40 dols so that it 
may be shownthe price of the cost of each PPV program is 5 dols. 
Thereforeafter the first five programs are purchaseda credit balance descends 
to $35$30$25$20and $15 continuously. As for use pattern informationat this 
timeone the increment of the coupon credit balance is carried out in 
accordance with the precondition of digital coupon information. 
[0052] The increment of the coupon credit balance is carried out only one about 
each PPV purchase in modification. When a terminal aligns to the 6th programa 
terminal receives the title control message (ECM) for programs. ECM is used 
for a terminal in order to determine a different method by which the program 
will be accessed. If the program is effective by a couponECM will describe 
currency cost and coupon cost. A terminal determines whether to be noalthough 
the terminal concerned has a coupon automatically. If hada televiewer will be 
automatically provided with a program or the purchase of a program will be 
demanded from a televiewer using currency or a coupon. 

[0053]By choosing a coupon optionthe next order for PPV programs is given for 
nothingand the decrement of the coupon credit field is carried out suitably. 
Thereforebalance is still $15. In modif icationeven if a terminal is charged to 
the 6th programa protection processor carries out the increment of the credit 
balance by costandas a resultchange of a network is not produced in a credit 
balance. A protection processor gives the display on the user interface 226and 
it tells that the precondition of it of digital coupon information 
corresponded to the televiewer. Of coursewhen a corresponding precondition is 
in agreementaccumulating to a coupon credit is also possiblebut a credit is 
not realized, a credit — between the predetermined time intervals in 2 or 
March — or — or it is indefinitely held within a terminal. 
[0054] In order to determine a credit balance in accordance with other 
pertinent informationa televiewer may suspect the user interface 226so that it 
may furthermore be explained in detail in connection with drawing 4 - 6. 
[0055] Drawing 3 is a block diagram showing the decipherment stage for using it 
according to this invention. For enciphered program Prekivia the terminal 
340it is received through the terminal 342 and a group key is inputted into 
the decipherment function 344 every month. Program Preki is specific to each 
enciphered effective offer program (for exampleTV program) to a decipherment. 



A group key changes per month once periodicallyfor example. The decipherment 
function 344 decodes enciphered program Prekiand gives program Preki used as 
one input to the one-way function 348. The input to the other one-way 
functions 348 comprises various programs and a coupon attributeand it contains 
an access request like a coupon and currency cost to a corresponding program. 
This access request must be in agreement so that it may obtain the permission 
for watching a program. A program and a coupon attribute are inputted through 
the terminal 346and a one-way function processes program Preki and a program 
attribute so that it may obtain a program key. 

[0056] The program key outputted from the one-way function 348 is used as one 
input to other one-way functions 352 to receive initialization vector (IV) 
which expresses time through the terminal 350. Processing of the 
initialization vector by the one-way function 352 and a program key generates 
the working key demanded by the decipherment processor 212 of drawing 2 in 
order to decode program service with the selected authorized user. The details 
of various generation of a key containing a working key (given within a "key 
stream") are shown in the above-mentioned Bennett' s and others patent. 
[0057]Additionallydigital coupon information and program service are 
enciphered according to a common cryptographic key. The attested file showing 
a coupon image can be transmitted to a decoder by this, this coupon — a 
coupon — the program service provider from a decoder — or it is repurchased 
as an image attested later by transmitting to other Account CenterMinistry of 
Finance. 

[0058] Drawing 4 is an onscreen display for user interfaces according to this 
invention. The display 400 is called as a part of graphical user interface 
(GUI) which a user can choose a channel and can control volume etc. Such an 
interface is well-known art. The display 400 is controlled by the useful means 
of portable remote controlan arrow devicea voice commandor others. For 
examplea user may choose a PPV program like the movie from the graphical user 
interface made to appear on the display 400. 

[0059] The display 400 includes the field 410 where he informs a user of not 
being a member of the program selected now. That isthe user has to place an 
order for a program. The field 420 tells having an option which is different 
to a user in the case of a program order of it. The fields 430-460 give an 
option. The field 440 gives the 1st option purchased as an impulse-pay-per- 
view (IPPV) program which has the cost by which the movie is deducted from the 
effective cash credit balance. Thereforea user is told the cash cost and the 
effective cash credit balance of a movie. A program is purchased as long as 
sufficient cash credit balance exists. 

[0060]The field 450 gives the 2nd option and a program is purchased there only 
using a digital coupon. A user is told the coupon cost and the effective 



coupon credit balance of a movie. A program is purchased as long as sufficient 
coupon credit balance exists. A digital coupon is called the "TV" coupon here. 
[0061] The field 460 gives the 3rd option and a program is purchased there 
using the combination of cash and a digital coupon. A user is told the costthe 
effective cash credit balanceand coupon credit balance of a movie which use 
both a coupon and cash. Although one cash / coupon combination are given to 
the field 460probablyit turns out that other combination is given. [ only ] 
Worth of cash is actually assigned to a coupon for this purpose. 
[0062] In other optionsalthough not illustratedif a member is going to make the 
commercial message which does not exist by other methods appeara member will 
place an order for a PPV program for a cut. For examplethe commercial message 
which uses a teletext appears in a part for the lower part of a screenwhile he 
is seeing the PPV movie. Or when the reduced program is chosen about VODthe 
selected PPV movie has a periodic commercial message breakbut commercials are 
not given. 

[0063] Drawing 5 is other onscreen displays for user interfaces according to 
this invention. Herethe display 500 gives a number of a coupon credit of 
information accumulated while viewing and listening to a different channel. 
For example various program service providers give a coupon based on the number 
of time and/or which program of the service provider seen to the televiewer at 
one week he watched. 

[0064] The fields 510 and 530 list various program service providersandon the 
other handthe fields 520 and 540 list the number of the accumulated coupon 
credits. For examplethe balance of four coupons exists to the home box office 
(HBO) of a service provider. In this methoda program service provider competes 
so that it may stimulate a viewer ship. For examplean additional coupon may be 
given when a new program starts. A coupon can be accumulated further again 
based on the day for the time of a dayor one week when it is viewed and 
listened to a program. The program service provider paid ordinarily gives a 
couponin order to stimulate the viewer ship of their program. 
[0065] Drawing 6 is other onscreen displays for user interfaces which follow 
this invention further. The display 600 gives the example of various items 
chosen using the digital coupon in which a member follows this invention. Each 
program service provider which met other interested persons provides its item, 
the display 600 with the specific field 610 — the Cable News Network (CNN) of 
a service provider — thena certain thing is shown. The field 620 shows the 
coupon credit balance of KARENTOon the other handthe field 630 shows the item 
obtained and the field 640 shows the number of coupons required to obtain each 
item. 

[0066]Thereforea user contains the off duty group item delivered by a user's 
home with the additional program and mail which can repurchase very various 



digital coupons for itemsare accessed by the terminalor communicate to it. 
[0067] Some items do not need a digital coupon at all. For examplethe field 650 
describes the product information which communicates to a member' s terminal or 
is delivered for nothing by a member's home. Howeverwhen a member demands 
product informationuse pattern information is given continuously to the use 
pattern information accounting function 125 of drawing 1 w hich is updated and 
is used by commercial ends. 

[0068] Drawing 7 is a flow chart which shows the method for giving the digital 
coupon according to this invention. This flow chart shows an example and the 
first cash credit balance is once given on a standard there in a terminal in 
the moon. Thereforewhen you would like to watch a program like the PPV program 
which has the cost which a user accompanies and it wantsthe cost is deducted 
from a cash credit balance. When in agreement with the precondition of digital 
coupon information as which a user is determined by use pattern informationa 
coupon credit balance is accumulated. It is used for this coupon credit 
balance paying the cost of the additional already purchased programin order to 
purchase additional program service instead of cash. In the case of the 
lattercash value is assigned to a coupon credit. 

[0069] In the block 705the controller of a transmitter transmits an initial 
cash credit balance to a terminal. The quantity transmitted to each terminal 
differsrespectivelyfor exampleit succeeds in them based on the custom of the 
past purchase. In the block 710a controller transmits digital coupon 
information to a terminal. Againa different terminal may receive different 
coupon data according to a public factor etc. A terminal using pattern is 
monitored and recorded in the block 720. Especially the event that is in 
agreement with the precondition of a digital coupon is recordedand other data 
in which a user custom is shown on the other hand is recorded. 
[0070]A digital coupon precondition describes various events like whether a 
number of PPV programs with which the member was given were purchased in M 
latest days (block 722). In that casedigital coupon credit"l" is given with 
the block 724. A different type and the coupon of quantity are given according 
to the specific precondition corresponding [ a televiewer's ]. For examplea 
certain coupon credit is repurchased by profits which it is worthy from 
something elseor are different. 

[0071] In the block 726determination of that the member purchased X$ of the PPV 
program in Y latest days will give digital coupon credit"2" with the block 728. 
In the block 730if a member views and listens to an "informercial" in Z 
minutesdigital coupon"3" will be given to the block 732. An "informercial" is 
a commercial message which has the length of the standard program beyond 1/2 
hour or itand a formatand obtains generally comparatively few audiencesfor 
example. Even if it is a case where there is no fee which should be undertaken 



in order to watch a program even if for the commercial purposeto give a 
televiewer a viewing-and-listening informercial is wished. Additionallya 
coupon credit is given only to viewing and listening of the beginning of a 
programandas a resultan additional coupon credit is not given to re-viewing 
and listening of an identical program. 

[0072] In the block 734if a member is upgraded from a basic program hierarchy 
to a premium program hierarchy or a higher premium program hierarchydigital 
coupon"4" will be given to the block 736. In the block 738if a promotional 
time interval is advancingdigital coupon"5" will be given to the block 740. 
Such a promotional time interval is generally applied to all the members. 
[0073] The total amount of a coupon credit is determined in the block 750. In 
the block 760if a coupon credit balance is more than zeroln the block 770when 
a user repurchases a digital coupon with a user interface (it is always when 
television sticks) choosing from effective various options is demanded from him. 
For examplea member places an order for the PPV program which receives without 
a cut or a feeand accesses a premium program between predetermined time 
intervalsor passes simplyand uses an effective option for other time. Various 
options have been explained in detail by the relation between drawing 4 - 6. 
In addition to the periodic prompt described abovethe user can access a coupon 
repurchase menu now through remote control at any time. 

[0074] In the block 780digital coupon balance is adjusted by the number of the 
coupons repurchased in the block 770and the monitor of a terminal using 
pattern is continued with the block 720. 

[0075] It is possible by requiring a certain kind of member involvement to 
prove that the user is actually viewing and listening to a specific program. 
For examplein order to prove that the member looked at the informercial in Z 
minutesit is required that a terminal should input a command into a user 
interface to a member. This user interface gives a message like "Do you wish 
to continue"and a member has to answer to it so that he may make it in 
agreement with a digital coupon precondition. It is stopped by the internal 
timer of a terminal until a response is received. 

[0076] In order to guarantee that the coupon of only one set is given for every 
program to the member who views and listens to information etc. The 
C0UP0N_REC0RD_DURATI0N field which is explained below by drawing 3 is given so 
that program record of information may show the time interval saved in a 
terminal. This prevents the member from same obtaining again the same coupon 
for informercials that flows repeatedlystill making possible the same program 
ID to the informercial by which repeated use should be carried out. 
[0077] The above-mentioned data transmission syntax according to this invention 
is indicated in the following tables 1-4. Tables 1-3 explain the data field 
usedrespectively when a digital coupon is transmitted to a terminal using 



EMMan IPPV ECM purchase linkand program re key ECM. Table 4 explains the data 
field used with all the methods of communication. The illustrated syntax is a 
thing only for a graphic displayand other data transmission techniques and a 
shift are possible for it. 
[Table 1] 



[Table 2] 



[Table 3] 



[Table 4] 



[0078] In order to block copyright infringement it is only that a digital coupon 
provides a member with the impulse PPV accounting on which the place where the 
report back exists was established. For examplethis becomes effective by using 
a bit as a flag of either the group re key EMM or program re key ECM. 
[0079] According to the report back feature described above by the relation 
with the use pattern information accounting function 125 of drawing l a program 
service provider and the network control machine can monitor the audience size 
to a different program. Thereforeby use of a digital couponthe service 
provider can detect a BYUWA ship pattern over the big section of the program 
which is not premium show. In other wordsthe show which is not effective may 
be validated by PPV with a coupon. 

[0080] In the following program transfer scenariosit is assumed that the real 
channel (namelyprogram) which can be purchased with a coupon must exist. This 
may be carried out by carrying out hashing of the program information so that 
it may generate a program key so that it may be explained below. Thereforeif 
not actually provided for a coupon holderit is viewed and listened to a 
program using a digital coupon. 

[0081] Howe verthe Pirates tries to tamper with transfer of a coupon about. The 
main purposes of the Pirates are to tear a device by giving a fake message 
(for exampleit deceives) and they obtain a digital couponwithout as a result 
performing all coupon preconditions. According to this inventionit argues 
about other methods of transmitting the C0UP0N_CREDIT field to a terminal 
safely. 

[0082] In order to transmit a digital couponthere are the group re key EMMan 
IPPV purchase linkor the three methods of using program re key ECM. Group re 



key message art treats distributing a coupon to a general parent population 
terminaland gives the method to IPPV purchase linked simultaneously. Howeverit 
succeeds in an IPPV purchase link independently of group re key message 
transfer. About program coupon re key arta network control machine or a PPV 
order processing centerln order not to know how many coupons a member will 
receive using the method that a coupon is generated internallyby a 
terminaltransfer of the coupon which led the group re key message is exclusive 
from program re key art to mutual. Thereforeif the track of the group re key 
based on a coupon is not independently carried out from the program re key 
based on a couponthe management of a group re key based on a coupon cannot be 
safely treated inside a terminal. 

[0083] direct transfer of the coupon which led the group re key title 
management message (EMM) transmits a coupon to a member — it is the direct 
method most. This approach is very suitable for the IPPV service provider it 
is determined that will give a specific member remuneration for examplebased 
on the quantity purchased previously. Thereforea service provider knows which 
specific member should receive a digital coupontherefore turns single specific 
EMM to each member. 

[0084]Additionallythe approach of the group re key EMM is suitable for giving 
a member a digital coupon along with the specifier which brings about text 
message commercials. These onscreen displays carry advertisement and are 
placed by the crowning of the displayed video and an audio. As described 
abovethese members are going to look at such an advertisement in order to 
acquire a digital coupon profit like the cut to other programs. Againa service 
provider gives the digital coupon which knows correctly whether it will have 
agreed with having the text message advertisement in which which member was 
transmittedtherefore corresponds to them through EMM. 

[0085]C0UP0N_CREDIT and a VHLIMIT data field are used and an individual 
service provider sends a digital coupon to an individual member further again. 
Each service provider is identified by field VIDE0_PR0VIDER_ID. The Pirates 
compounds a group key message with fake VIDE0_PR0VIDER_ID and C0UP0N_CREDITIf 
the group key mistaken as a result is generatedthe Pirates can create the pair 
of fake VIDEO_PROVIDER_ID and C0UP0N_CREDIT in a terminal. 
[0086] One solution of the above-mentioned problem is performed using EMM 
attestation. If the group re key EMM is especially used in a transmitting 
satellitehashing of it will be carried out. After thatthis hashing is 
enciphered in order to create a sign. The Pirates cannot generate the forged 
group re key EMM without the knowledge of the unit key of a terminaland a key 
hierarchy. In this casea forged message is refusedwithout being processed. 
Other methods for attesting a message are using a public key encryptionin 
order to encipher a sign or all the messages. This bars generation of a forged 



message again. 

[0087] The Pirates uses further again the attack "to repeat" using the message 
established lawfully. In this casein order to make a message first and to make 
new C0UP0N_CREDIT in a terminalafter being used firsta lawful message is saved 
and is given to a terminal every month. In order to protect against thisthe 
increment of the group sequence number is carried out. 
[0088] The Pirates tries to repeat a message within the same moon as the 
message having been generated. In order to protect against thisthe track of 
new C0UP0N_CREDIT is carried out during a specific moon. It is added to 
C0UP0N_CREDIT earned in the previous month at the end of the month. When 
C0UP0N_CREDIT_FIELD is sent to the period terminal throughout the month by the 
group re key EMMit is the absolute coupon credit published to the specific 
terminal. In order to manage the coupon from a specific service provider 
during the moonC0UP0N_DEBIT of the additional field is created in a terminal. 
Other methods of opposing the repetition attack within the same month are 
arranging EMM itself in order. The decoder can accept then the difference 
between the messages before regarded as the new message. Other methods contain 
the day/time parameter in EMM. Although there are whether this field goes with 
it being about a sequence number to the front similarly or it stopsa change is 
not made to the past value. 

[0089] Since such a repetition attack cannot be prevented in using only signing 
a message or a public key encryptionFor examplein a group re key message like 
C0UP0N_CREDIT and the VHLIMIT fieldnew C0UP0N_CREDIT must be attested to the 
service provider according to each. The track of the sequence number which 
directs the time of each new coupon record being generated must be carried out. 
If group key epoch occurssince the message of the group re key EMM used in 
order to make coupon record first is oldit cannot make an additional coupon. 
New C0UP0N_CREDIT is then added to old C0UP0N_CREDIT. If a coupon is not sent 
to a terminal by the end of the following moonand if all the existing coupons 
are usedall the coupon records will be then eliminated. 

[0090] In the 2nd digital coupon method of communicationa coupon is transmitted 
through an IPPV purchase link. About each IPPV purchaseby one bit in a program 
re key message a service providerOne or the coupon beyond it can be 
transmitted to a member automatically and immediatelywithout performing a 
"trip" also with also waiting to obtain the report back like the above- 
mentioned group re key method together with a coupon. Supposing the member 
does not have a coupon from a front specific service provider at allnew 
service provider coupon record will be created. Thereforethe coupon creation 
process is firmly linked with the actual purchase of the IPPV program. When 
many coupons arise as a resultthe member can repurchase it. Typicallya service 
provider provides the digital coupon which can be repurchased only to the 



program of the service provider. Howeverhe can also tie up so that he may give 
an exchangeable couponif the group of a service provider is required. 
[0091] It may operate the number of the coupons given when performing a digital 
coupon precondition which purchases many IPPV programs as a possibility of the 
attack on other Pirates. One possible measure is using the public key 
encryption of the DES hash which has a code (for examples ign) or a program re 
key message. If the number of coupons is attested in the IPPV report 
backoperation of the Pirates in this field will produce the mistaken code 
field. 

[0092] If the Pirates knows the group keyand if it is used in order that 
viewing-and-listening history information (for exampleuse pattern information) 
may hash a coupon placeand it is sent within the report backit is detectable 
although forgery may arise. 

[0093] If a public key encryption is used by transfer of a program re key 
messageeven if the Pirates will get to know a group public keysince there is 
no group individual key ********** a message will not yet be compounded. Since 
a group code or an individual key does not exist in a terminala public key 
encryption has a separate advantage to a secret-key code. As a resultthe 
attack on the terminal of VLSI probing and others cannot show a key. 
[0094] In the 3rd method of communication according to this inventionit is 
distributed in relation to the extended commercial program which is known as 
an "informercial. " Suitablyonly after a member views and listens to a program 
between specific timea digital coupon credit is given. It is advantageous to 
require member difficulty of a certain kind like the control input demanded 
with a user interface further again so that a member cannot do change and a 
change of a program simply. 

[0095] Since the Pirates gives a member difficult control signal 
automaticallyit can also change the code in a non-protecting processor. 
Howeveror it was viewed and listened to a programthe number of time adjusted 
at least is protected. The informercial service provider does not have to 
carry out the track of the maximum long time which a program followsin order 
to perform thissince it has paid the member so that it may view and listen to 
a program intrinsically. The PR0GRAM_PAY0UT_DURAT I ON field is loaded in a 
countdown timer and forces the requirements for the minimum viewing time of a 
digital coupon precondition. Thereforea coupon is publishedwhen timer 
countdown grows into zeroand when it is timer countdown when an informercial 
channel aligns. Intrinsicallyit ties and this blocks alignment of other 
channels so that a terminal may be aligned to an informercial. 
[0096] The C0UP0N_REC0RD_DURATI0N field is required of determining the time of 
program record being eliminated from a protection processor memory further 
again. 



[0097]The Pirates is going to operate the field in program re key ECM which 
shows how many coupons were givenwhen it views and listens to an informercial. 
One possibility is using the public key encryption of DES hash (for 
examplesign) or a program re key. Signing a program re key message like other 
attacks described above makes it difficult to forge a program re key message 
that there is no knowledge of a group secret key or an individual key for the 
Pirates. If a public key encryption is further used by transfer of a program 
re key messageeven if a group public key will be then known by the 
Piratessince the group individual key is not knowna message will not be 
compounded. 

[0098]As a possibility of the attack on other Piratesthe Pirates records a 
lawful program message and reproduces this message repeatedly to a terminal, 
in order for the Pirates to make the number of the coupons held by a chip 
increase — a direct chip — or a terminal is corrected so that a control 
input may be given through a user interface. Dealing with this attack is 
creating program record and saving in a memory. Especially the C0UP0N_CREDIT 
field is used in order to attest the number of the coupons given. In addition 
to C0UP0N_PKG_ID and C0UP0N_PR0VIDER_IDnot one but two time interval timers 
are needed. C0UP0N_REC0RD_DURATI0N which is the one [ remaining ] by 
COUPON_PAYOUT_DURATION which is one timer carrying out the track of the time 
when a member has to align a programbefore a coupon is givenThe track of the 
time of program record being emitted from a memory is carried out. 
[0099] Transfer of the program re key message by a public key is a safer 
mechanism. The Pirates needs to look for a group individual key in 
cryptographyin order to change a program re key message. A group individual 
key is not transmitted to any terminals on a network. The group public key 
length transmitted is extended according to the threat of the copyright 
infringement perceived, a group — it may change with transfer of public EMMs 
with a new individual key. Existence of systematic infringement will abandon 
the informercial feature simply by permitting an IPPV purchase in which 
program re key ECM which has the coupon issue feature is made to lose 
depending especially or according to a coupon. 

[0100] In the above-mentioned argumentit turned out that the three different 
methods of transmitting a coupon to a terminal exist. Based on the group re 
key EMMthe 2nd method is hard to IPPV attestationthe 1st method is tied upand 
the 3rd method is based on program re key ECM which uses an "informercial" 
concept. 

[0101] As opposed to each service provider which the group re key method is 
similar to the method by which IPPV is performed only by C0UP0N_CREDIT given 
thoroughlyand has C0UP0N_PR0VIDER_ID. It is required that the C0UP0N_DEBIT 
field should exist in the inside of a terminal. 



[0102] Since an IPPV purchase linking method is transmitted by program re key 
ECM which is already performedand uses the IPPV attestation safely attested 
inside the terminaland has a still more suitable parameter setThis method is a 
hybrid between the group re key method and the program re key method. The 
coupon which uses this method is transmitted only by actual IPPV purchase. 
[0103]That repurchase of the coupon is connected to the viewing history report 
back about the program re key method is whether buys and there is. Since a 
communication link like a telephone line is requiredcoupon recovery has been 
connected with the report back about accountant' s inspection of a BYUWA ship. 
[0104]Thereforethis invention gives the system for transmitting a digital 
coupon to a member for the purpose of various promotions. By transmitting and 
managing a coupon electronicallyas for a coupona member becomes is easier to 
be usedand a promoter' s distribution and handling cost decrease dramatically. 
Although a member loyalty is giventhe member is selectively used as the 
target in order that they may examine the program which is easy to have a 
special interest. A member is recommended to view and listen to a commercial 
program like an informercial. The effect of a promotion is determined about 
the additional report back featureand popular and in order [ being 
additional ] to collect personal dataterminal use pattern information is 
searched and analyzed. The completeness of a technique is guaranteed with 
various encoding technology further again. 

[0105] Although the specific example with various inventions has been 
describeda person skilled in the art is just going to get to know that various 
addition and corrections are possiblewithout separating from the thought and 
the mode of an invention which were indicated to the claim. 
[0106] For examplethe accounting of a coupon credit balance may be maintained 
by other components which are separated from a network control machine or a 
terminal, at the same time coupon balance changes like [ when the report back 
function of automatic telephony can give this accounting ] — real time — or 
it is upgraded periodically. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] Drawing 1 is a block diagram of the communication apparatus 
according to this invention. 

[Drawing 2] Drawing 2 is a block diagram of the member terminal according to 
this invention. 

[Drawing 3] Drawing 3 is a block diagram showing the decipherment series for 
using it according to this invention. 



[Drawing 4] Drawing 4 is an onscreen display for user interfaces according to 
this invention. 

[Drawing 5] Drawing 5 is other onscreen displays for user interfaces according 
to this invention. 

[Drawing 6] Drawing 6 is other onscreen displays for user interfaces according 
to this invention. 

[Drawing 7] Drawing 7 is a flow chart which shows the method for giving a 

digital coupon according to this invention. 

[Description of Notations] 

110 Transmitting end 

115 PPV order processing function 

120 Channel 

122 Course 

124 Hub 

125 Use pattern information accounting function 
130 Controller 

135 Digital coupon information function 
140 Program service information function 
145 Control data function 

150 A code machine / multiplexer / modulator 
160 Terminal 
170 Terminal 
180 Display 
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[0 0 2 2] LfctfoTRWWW*. fcfflM°*->x- 

* * ft tttomzmic d; o r =1 yi wiuitit&a&s l < 

&fflAx-*fcS^TgS*illA#Kg£*x-;> , */U 
*-<K>1t»*fi*r*. BT^^-tfvflHBtt. 
ra-C^U-y-y h£f#*ft»lcJIS*liS&#£4*., 
6L<(4Jlft**U5>y H£fi5fc&fcl^-©Mffi&# 
£4**„ «*tf, H-©HWftfttfH»Lfct*lc. 
J±»W£ < <0#ffl£!iA-f *«f#iQA#fc*f LTffiOi 

y ^ai^wanA** y < e t 



*o 

[0 0 2 3] WRTlCT^/U^-^VsC^^-tX* 

Efi±-r5ft46ie*$s , jsn§^affi6^ffl*n5c 

[0 0 2 4] »JSr*»A#*-5^-;Uatf3W6t.*fc 
4* 6ft*. 
[0025] 

CtaSffflt- tfXOa-+f-6^U5>-y h£?#*C 
5 Kr«fcttQA£&tf£Bfzflr 3. * 

7Pt-hLfro4tl£p>ri'/Ux^£^i»*^<, "5* 

tt— ex^n y W J: -3 ft***KS-3^T 
*-5*/Ufc?n-A/Mc£rt*ft*Eit,?*. £ft 

So 

[0 0 2 6] m 1 tt*BBfc£3afflBB©7n«y*H 

SflllV K130**«J. jSHilVKIIOtt. PPVaXfflS 
«Hii5/ilier«4>Ail!lM»l30. $r-5*/b©«ffl/{ 
>->f-: 9dtHlg125, Wm/llWfbW/ 

Zx-^atg140, atflMBx-r »«NB145«$&. 
[0 0 2 7] gfll>H30tt, *-5*;HfrS*- 
5 *;UN (170) 5 */l/«IU *ft6 

tt/\7l2«KF«8l22«i UT. T*JZ)W-tfym 

m. &mv—ex9-$, atfMW7*-**Bflrr*. 

-5^;W ITOttx-f^yu-flWKfstBT*. 5**ft 
ft«!llCte^T, ^-5-^/H60 170tt^-^^.;H20 

i: Tppvaxjaumagi 1 satttw a^->x-^s 

[0 0 2 8] fljltf. *-^brHf*yh7-*l£S 
Atf. RFX^^ h/W ?^6ftTfc«fet\ ^jKISt^fJ 

o^Bft^atfc © a w^^fiE-r ztc&imm inm 

* 0 S^Wlc, e*MPJ*Bft*iaWW*ft**. £ft 
tt*-5^-;H60 17014. 1B®[H]iii<7)J;3S»Ji 

mm y uriwasBBi isatHes/ - >r 

— ^ ^f+^tgi 25 <t a^-r *5ic$fc, wTtcPSffl 
icmwz ft* «t 3 k. *5^ttppv&x$a3«i£i isatf 

[0 0 2 9] * + *jU20li. HB*— 77b, Jt77"r 
/■<-, SO : /$ftttffiMgL< URFffiSSy >-7©<fe 

7-r-fruxyv^sj**. BBoasfliiv Knoii. 



(7) 



IfBT 1 1 -1 6 8 7 0 9 



'J :gL<«RFSfc£-fe>$-T'£oTt><J: 

[0030] Tz?f>\,?-xyfe®mmnsii, 

Fl3<HCfctt3*-S:r/H60 VOfcmmttlTV 

%o £-Sx/H60 170^7 KU3. 

[003 1] xi>*;U*-?K>fl!Stt*- = :r7l/#£< 
©attfc«Jir*E U5>y h£4*.3o M 
Atf. *- = x/l/#, PPVSQS«lfig115^aUT-oeL 
< ; E-tlJi(±©PPVSiifl^;i3t-r5<!:*, xv>'*M/?-# 

jl/*-<K>*U5*y hlcioT, *-5xvM*6#B© 

tf, PPV*H*$tifca** « S - S xVUKtt LTtt. 
x /U* * U 3? y F ICJ: o TS»* - 5 +Mt 
**3©#S§£¥«?-;£$t-f 3 C <b So 7*57* ;U* 

Zft©S|jfttt. V- fcr*7P/\y#-*B»lc#S»fc 
ftl/'fr. *.\&». SL<H3BD&l«illBa(c»LT-fey f-7 

So 

[0 0 3 2] SJBftti:, x^/U^-^VfillStCd:^ 

7h9l7#Si, avtfa-^-A. «?fl53£©*, 
«areL<BUXh7>Hfa-. *fcliffil©7pqE- 

-> a x;u7-it im-&amitmta)* ?*«©* *stc7 

^-trX-fSZitf-^So HAtf, f-^jl/^-*->1f 
WCfc-aT. *-5tJKi, *PPV»AfcBLT2BB 

ft. -o<03>tfa-^ti^y-^^>P-F-r 

mmftm i bsb»*e 

[0 0 3 3] «-3TCC7«l*ft* tr 7." 

©HI*, rbt:', t;1/x;*xV7, mmot-T** 

* -bXJ ftg L < lix + *;H20*a UT^iSg* ns P 

*SS*"*t»©?**. *ftCCT '^l/^h" ©fg 
it. 2-Sx;l/!b\ z^-trXStf/S/clix + ^iU^ii 



&©<fc?fcfy&£fi*.S ;:<!:, Sfctttt©#B (flit 

[0 0 3 4] £-5x/H60 170(4, *-Sx/l/ 

#»«MlMfeft*»Er«*?. xi>*;l/*-#Vfll8 
■WMt*n« * U y h £SS£ U*l\ - 5 x)U 

a. %.m*tircv$w£Mict>tc-oT*-si-)i>o)mm/$ 

-***!:»©#«** U ^-nii^l^.t*, »A**lfcPP 

v«a©&, n«*ftfcppro*©*. dftKsi^oeiB 

2-5 xVl/*M#£©#«ie L < liSffl+t- t: 7. (t w 
y Hfr i tcfr^fr, * - 5 */M*-OJK±© 7 U S 7 A 
Sffl-t- KTX (Cgj£7y7?'U- K£ft7cfr§jb\ Stf 
?Pt->a xJl/^BBttaWMTCSSfrSfr** 
to ^Pt-S/gxVMSBBBtt. *nS©§rUS»A 
#fiD«t3*«ai*-5^;l/K, jMIR^nfc^-Sx/UP 

[0 0 3 5] LfttfoT, $-5t/W©t-$-fg 
(4, - 5 ^ ->tfx>>^;U^- *>1f$6 

[0 0 3 6] ?0>,l:5&ttJB/\'$->7*-«U:, «fey«fe 
^ _ y y j. CDBBIfti A#»l«BA# I/- ^icffiffl * 

sitiSSK, *ti6 A^st?^ a aBfiatw— tr**5 a. 

«A ^Pt-^-SU'/S^*) Udf$^$« 

tf. x 5?* vif w=ppv*a*f 5ioA 

#K»L*«©PPV«i*43lft/ti*. Sffi©fiE%* 

So 

[0 0 3 7] flSfflWKfe^T. x^/U^-<K>fl|^ 

^ < ©^as^ us 7 ixmBti— zxomt oe» l 2 

BBfl)*«7'^-bX*^*i:*, SS?*n/-c^U57 
A#B-9— tfXttt-*-*n. Su^T^A^ttxv*^ 

ffloiSilwiiSiiSA^iRAS^srofiffl^^k-rsfetoic* 
«WKflEffl*n*. i]PA#ttffi©Ksaicii^ 

[0 0 3 8] ?y*M-*V/t7>Xtt, < 
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ftfflW- 1 1 -1 6 8 7 0 9 



lt < iricwnrsc £&z*Z So 
artftttfttf. fiQA#ttli*6^-^>lcj:oT^i*- 
ftS i £ 3©5«75l^- So 
[0 0 3 9] LfrU 1tt7Utm**-yT-*Wm 
125^1/*- h/ty*i-ftft<£%i. •Sf-S^/UODt- 

ffaicctitt. «TKi«l(=l»Hr««J:atc. iU\y- 
•y led; o TL^U y 0*ftft^«fc 3 (=S^ft3K*T«ff * 

ftSo 

[0 0 4 0] l]>r-P— 5130KJ:oT, ®fig135frS<7) 
xv^;l/*-*>titlStt, «f»/MUX/£M*150ti:£ 
1/>T. OlgMOfr Wt- ?atf«f£l45fr 

scfflsjr- 5UE»-3T»*fb*ftfio*»fcSft* 0 

7p $ '5 KXx-* BfiSJiftKJBBffticfiBS* 
ft, atf/*fc(i«***>y>*«!>«J:3ft$1«V-;i 
6 Sffl* ft* tf x*atf/£ tcltt- 9 -r *T-9ti> 

[0041] hmtsm. smr—. >*a^k-r*fe 

»fc«ffl*ft«»*fby-***tJ. -OS 
fctt*fteLb©7*U5 tfXtt^^*;H20 
tatT^-S/y^WBU— tfxtais*ft*. 

«o ?;u- 7*-g l < imm^-izmm-?^* > h 

* y -b-v' (EMM) CD-gPt LTSi* ftS 0 SQftM 

»tc«fcy. *-5*/M4, MBW^yb-5»(ECII)rt 

K#*SftS^-tfX7'P/W#KJ:oT>i6ftS*fi 

[0 0 4 2] Sffl*-lCcfc-3T. 1sM3rftS7-*>?' 
*-£D8?Ie£L< liKffBT'y 7'J >*SL< tt'vy F 

-rX?W) f*«fc3*-5*;Ufcfe^T5M*ftifO 

[0043] aairaiy y -t-s; (ecm) Atc^Sftssi 

/I/) ^7**X^J»T*fciMEttfflSft*. RECM 
MIPt*-*!*. fcjfc0#fitf- exiCT^-feXLilOE] 

arr*«fc3ffEr*ftsfci&ic. aww-s^/wcjy 

«»Sft*iffiRW&*E:£*a*r. MSKilc. «»?- 

sn^err secm* y *-5>tt#«*Hii»6e» 

-fS0fcfcffiffl*ftSo Ltc&^T, ECM*y-fe-v>'tt 



[0044] KEOH!Wr-*li*Sfc. *-5*il/fc 
»LPPV«i*aXf *fe*6«)3X r-£-£*.Sfc«XDx 

T, jfl»cttt><o<o*-<i?>iW«7«ir« l J7 h 

[0 0 4 5] H2tt, *»Blca£3iinA#*-5*/M!> 

hi tBUiuyvncttrauiw 

#fiSffl*ft7VSo ZSi-l\/'\70<t)TVJ\r?--7\s9y 
/t^Vzl U— *205SHHM— r-^jb 
atWl22atf / \7'124fr 5©$iJ8Px- 

y-r v^tsaffiaB*«ffl Lmff * ft5» m^fk* ft 
itmmv— t?xi*5-r >2ioatf2i4£a UT»gg^p-t 

yittiatfZ^yWISfc^ft-Fft^itSft. -75, Bg 
^fc^ftfciMx- * atf 7*S>* - # >flHW4. 7 
"f >230^ii UTfiM^n -b y 220^ jt 6 ft So 
[0 0 4 6] Bg^fcSftfcSSS+r- tfXttWirP-fey 
+t-212lC<fcQT»SS*ft. «lf^P4z-y9-(7)tiJ7D216lCfc 
fTf UT'ttfll**^*. «B7P-fey+*-220ttjB^ 
7 , n*y*ttl2fr5tffllShfcTS^U*-#>1IW* 
SfflLTtJ:^. »§E7 p P*y+f212«ft3|50S§3!#;£ 
*3JJ1TS. «jt», GllhwsM5KJ;3)KBttlfI!4,6 
13, 901 -^WM^" Signal Encryption and Distribution 
System for Controlling Scrambling and Selective Re 
mote Descrambling Television Singnals", $/cliBenn 
ett SICJ:S, *lli|tB : m4,864,615#©^S''Reproduc 
tion of SecureKeys By Using Destributed Key Genera 
tion Data iLTH*a*ft*. 

[0047] mmyu^y^t^^yi^m^x^z: 
emttz. ^7-*>'>"*-tt5'r>23o*jiL;TS 

ffll* tlltHmm^iCtSm LTUmyu-t -y +r220 * -a T 
£fiB*ft£o «H^P-lz-y^ffl©7 7'-/»7X7'ttiI*' 

a»J*ffl>« U (R0l0224rtKfia?*ftT^*. ffiB^P 
■fey ■9-22014*^5 • • 'J (RAM)*« 

ASo RAM2220«HSI5»tt, «IC^3 tfl)lilT»IL< 

Bffli*ft*«fc9fc. *#oist*-atJ E /«fctt«^^ 

;U-^*-(7)«i«T-«ffl1-S->- K (seeds) 
S„ 

[0 0 4 8] a— f>*-7i-X226KJ:^T. 

• /\- • tTa-) , f ; ^;b^-?K>-57Ui;.y KcfciJ 
^^ftfctr-^X^Sfit-SCi^fFRj^ftftlf. U 

b^p hz -y m20itmmyn-t y -9-212^ 5 <d»h **i fc 

Hl*216*i— «f— T -7 x -X226^j§ UTx U If 
iWtSBKf *«fc5l=X'ryy2i8*fHft*-&*. 

aw-fttf. a— »r— r>*-7i-xatfyutrH:7'r 
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fclFP 1 1 -1 6 8 7 0 9 



V214SIFX-T v ^218£5I l!TI(Niflrtrftfcfl#*3fll 
t5<D*7$5. l^#{C^Jn<0J:5lC. X-T*y *218 
It. n— g*-fc/{-a-(barker)*+*/U (fliittf. B 
jey-y-b-50 y-fiWRLfc-y— e 

X^T^XSIRISftai^fcttflret^^jt 

[0 0 4 9] «B7P-fe'y+f220tt, n-+f-tfxi>* 
;l/-7-*°V7 Uv>> h*»*fc»lcWJl*ftlc-HW* 
*Sfr*»*r«'«. a— >*-7i-X226 

5„ flAtf. t,U 50©PPV<«i«fittTliX**lfc 

*l/^h*4«45tf, «H7P-tr'yt>WPV#ii 

* =E x/*CD <fc a SJiU'T V * - 7 1 -X230tf 4* 6 

ft. *-s^;nivoD«Moax. *fctt*y»fcfc 
z^yommzw 1 ©ppvajaraiittiisNasflrrsc 

*-5^/WC«fc-3TJBBf«lcJKl*ftaif 
fc$ft£*-S*;Uc##3rft*:PPVjtAW:, M*ft£ 
KPP*»miE'\5fiaS*ft*. <(>*-7x-7U3DK* 

[0 0 5 0] 2-~i-Mi. *-5^>H70lC»LT» 
«W>* U>-> (currency) * U5?y hM'5>7v&5*.3« 
■^*5>* > r- * >y -fe - 5>' (EMM) ©ifgjCT-SiJffilx- * £ 

* yfe-^tt«BIB©eL < B#ftlttft^-#>^ U3>"-y 

[005 1] «£!»(<:, x^il/^-TKV^U^'y h£ 

H*£rt*ftS. U5>y h/\"5>/U*if Cfc 

i»*ft*. /^*ft5J:5lc, Uv>'-y hM'^> 

XiMO K/W££f*4:. «PPV#fifl!>n;*U45 K/U 
7i&S„ Lfctf-aT. S«J<D50©Sffl*WA*ftfj: 
ft, K/^>X«a««lC$35, $30. $25, 

$20, KtfSlS'NtTW*. ffiffl/\°*-> 

-#>*U57y hy\"5>Xttt><hoiSS7>*ft«o 
[0 0 5 2] £}gttfc, ^-*>^l/-y>h/?7>^i 

ffefclflMWNailSftSfc*. ^-~7-;Ki#ffiffl 

©awjw*y-fe-5>(Ec»*sflrr«. *-s*iu 
a. «&B { 7'^is^4ft*-pa55aji***a*syer 



T5«rM5fttf, ECMtt* L/>->aX hStf ^-#>a 

tf^-^VS^SffSfr*^-*-*. * Lfff ftfcf, 
#&agtttt(cttB*(;3Ht£ft, SfcittHHHiftU 
L < tt o T#li©»lA*<E*ft*. 

[0 0 5 3] ^-#>*^5/aV*»RfSCi:tcJ:-3 
T, PP»«M©*©aXtt«l»-p4il6ft. 

* Uv>-y h7-f-;U KttaS*»*ft*. LfttfoL 
/t5V*li$15©**-p«*. SJfcWlc, *-5*-/U# 
6#I0#fifc»LT*+-$;*ftTt. ««7*n-fcy 

fi»7*n-b -y ■9-Ita— V— T 7 i-X226±©x-f 
»LTWir*Cd:t.RriB-p««#. *U5>y|*U** 

*ft*t\ ■7Uv , -yh«2, 3^o)nf£©^iiinpi0!}n 

* fcttSL < ttfflffilc^- = 7-;UrtT-«lt4-ft5c, 
[0 0 5 4] $S£H4~6£OHX?IMIZK91$ft 

[0 0 5 5] H3U4:»«(<:t£-3Tttffir«/tttOim 
«BI*wr^Py^HT»«. Bg^{fc£ftfc#ffl7U* 
-tt^- = 7";U340*^LT, Sfc*S7/l/-7*-tt 
^- = 7-;U3425SUTSfi*ftft¥gE««g344'\A7J*ft 
5o 8S§7U*-tt, «WfcttLT*^«H§flrirftfc 
JfttSffl (flIAtf. ^UlfSifi) *ftfftlc#LT»* 
OtiOTfiS. ^U-^-liSIMBWlc. 
-iHl^ft-rSo KgE«Hg344ttHg^{k4ftft#JifiyU* 

ffl*ft«#JS^U*-^4^.5o ^©ffi©-SlRl«lig34 

y. *fti*«*sr««iBK»r*^-#>atf*u>5/ 

S)15-ffi«fc460ff : Pl^#«^<-S[LSttft(iS5& 

73*ft, -*iRrtllBH:«i*-*#*'««iru*- 

[0 0 5 6] -*fcW6348frSlil2j*ft*#fi+- 
tt, ^-S^/UBSOtaUTfifBtSrUBBfk^^h;!/ 
(IV)*5W*«^*fi«ll352'Na>-OOA*t L 

Tffiffl*ft5o -*lRl«lflg352lCj:5Wb^^ h/US 

*ftfcSffl+f- tl'X^i?M-r^fc46lCll 2 ©fi?g|^P-tr 
•y9-2l2KJ:-3T»R*ft* , 7-*>^*-*S*r 

7-*>-?'+- ( "*-7xh';-A" F*g7J-4*6ft 
5) *$«J, *$Tr$^*-©Sfig©P)»Btt, ±IBBenn 
ettSOlWHc^SftTl**. 
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[0057] ttmmz, T*j*iw-#>rmxf9m 

*-bfxt*J8ifl!>i«#*-Ktt-3TiWfl:*ti*. en 

?-#V£xa-?fr6#ili?-ex7 , p/W-'\g 

MESftfc-r* -5>£ LTW/«*ft*. 
[0 0 5 8] H4tt, *»flKffi3a— V— T>*-7 
i-XfflOtfVX^y-VTM-XTWTSS,, f-fX 

tw 4ooi*, a— v*/u*w? Lfro#y 

- • -T V$-7i-X(GUI)©-g&<>: LTPftfitiSft 

-<X7W400&, jf^u^E- hi]>hp-;k fcEPx 

oT»JU*tl5o fljltf. i— V-tt. T-fX?W40 

0(£ffl3H*-e*y57-f • a-+f- • f>£-7i 

- Xfr 5 ©B*li©cfc 3 &PPV#ffl£g« LT fc «fc t\ 
[0 0 5 9] tVXTW 400B. StftfStffiljRLfc 

;UK410*£fc. ?&4>5, a— •f-tt#fi*aXLa 
tt*llffcSat\ 7-f-/UK420tt. 3.— tf-KSLe 

#iSB;±X<DiSlcSS 5* 7-> 3 >**T -5 C <h 
5«. 7-f-;UK430~4fi0tt*y->3V*4?L*. 7 
-r - ;U K440I4. KH#. Was* + y -> n * US? y h 

>Xfr5M L3 IfrftTio* =1 X h fcETS-T V/ t/U 
X • ^ • /<- • tfa-(IPPV)«ii:LTliX**i*t 
2150*1*^3/3 >*^A*. LftlSoTl- tf- 
tt. ^©++y5>:i:3XKfttf^ft*+y5':L*L/ 
-7y h/f5VX*»5S*iS. «Btt+»ft*+y3/a 

[0 0 6 0] 7-f-;UK450l4*2O*^5'3>*4 

[0 06 1] 7-f-;l/K460tt*3fl!)*^ , '>3>*4 

y->i7 Uv*y yX&V9-#>9 \s s J 
y M5VXS»S*;h.*. fc-3fc0>t-3O++y5'a 

«©fi*^b-&t*fe47LSti*C4;fi 5 43ti»*«53. 
[0 0 6 2] flS©* >r->3 >lCfe^T, H,T;*tt£^ 



y y -b-^ttiai* « «fc 5 1 Tfttf , 2aA*(tfM<Dfc 

»tcppv«i*ajw«. x^«h«M 

f 5 a > i' ;Up< y -b- v>'«PPVS6H^ffiT^« 

❖ y->©T»»K3Ml*. eiXtt, VODtcgILT, 

atasftfcraffwisftfcis, ss?*ftfcppvttsfcj: 

[0 0 6 3] H5tt*58W(c8eaa— tf— TV4t-7i 

7, x-rXTV-rsoott. S&3***;l/£*Il§L&tf 
SWm*tLtc<7-Xy<7 U-7y h®fta>11Hie53.«. 

flat*, i««6«iu-txyn/w<f-tt. «n 

#fc»L-HHfciWW— IfXTn/K *-«>B3IBBtS 

[0 0 6 4] 7-C-/U K51QRtf530(4S*#*ft#gL? 
-tX^P/^4r-*'JX h^yTX, -£7<- ;l/K 
520&tf540ttS«*ft/c7-;tf>'? Uv>y h®ft« 'J X 
KZyTY*. «*tf. trXTPM'f^-©*-!* 

• tfy^X • *7-r*(HB<»fc#LT. 4O0*-#> 
©/^yxjfHSS*-*. CO^SStcfe^T. «W— fcf 

xt'p/ w y-tt. tf a 7— > y ^**yarr 5^ < ffif* 

TWKrft*C *5fc. gilfcS&totlfc 

[0 0 6 5] H6tt*6lC*«Wt=ft5i— tf-^V? 

-^i-xfliofteo^vx^y-vx-fX^HT* 

«. TVXTV-rMOIi. ttAW+SMBKfledrS;* 

#"T5, 7-f-iUF610tt, ^Ox-<X^Uf600tt, 
+»— tfX^n/K^-O^— 7Vb • -n-X • *y h7 
—7 (CNN) «)?tl?£S C i: ^,Tn LTl^So 7 -f -/U K6 
20tt#U> h<0*-#>7Uv>-y h/^>X^U - 
7-f-/l/K630(*»6tl*7 , -<7 l i»*SL, 7-f- 

mr. 

[0 0 6 6] Sf^T, i— 9 , -tt#MI=**#Sft7 , 'r 
tf. •S'-5^-;UcJ;QT7 , ^irX*ngL<tt^tllCji 

[0 0 6 7] l^OfrOT'-f t/»Bt^JW-#>* 
*<^f4:L3S:t\ 7<-;l/ K650l4ilQA#«> 

* - 5 t-yU'NJifi* tig L < ttip A#o^j@icsiST-iB 
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fcB*i«-weffi*ft*H i <D*mrt*->T—. srstt 

[0 0 6 8] II7fc^8EKftdT5>£;U*-<K>£4 
ASfcfta^SfcaVf^P-^-hT?**. 170- 
^-V— h ttmtfl«^ U ?tt«B«>* V y -> a * 

Sft*. LftAbT, n— 9 , -<WffiW«axh**r 
*PPV«i©«fc3a«i**feL'»tmaLfc4:*. *© 
=17. hli* + y->a.?bv>'y M5>Xfr5£IL3lfrft 
*. *5fc. a-tf-*MWl/{*->r-*lc<l:-3T» 

*-#>*U5>yM5>;«*««*ft* 0 

7->i©ttb'J KBSA-r*7i:4&(c, Sfcttftflntt 
tc-rTlc»A*tifc#ffi©=lX l»*£ft5©(«:«fflSft 
*. *-<KV*U5>yHi*+y$/:i«i 

jfflwysTSft*. 

[0 0 6 9] 7Py*705lca3l/»T. 3ffl*K)MM«i 

r*. **-5^;ncea*nfc«tt. *ft*ft*a: 
y, aaw)«A©wwc»^Ta*n*. 7 

□ y ^710(Cfct>T, WWBHix^/U^-^VllHI* 

^-s^/i^ear*. so-', juss^-s^wi** 

7 T *? * fc£fcfi£ r> Tflfc* 1 -if-y?— 9 «3ff LT 
^ny^720t=fe^T. *-5*;lH»l/t*- 
>#*=*-SftflOia»*ftS. fcfc. xv^/U*- 

— 9 -SiSStfSCf- * t, $ fcE*£ ft*. 
[0 0 7 0] T^4t;U^-5B>|(H«fcfHt, jnA#ff5 
*Sftfc&©PPV#S§*«i£©MHIi§ (?py*72» T 

*. ^©^x^l/^-^V^Uv'y KTWPy 
?724-?4*Sft*o »ft**-f^6««)^-#>(i 
*8«S#tf-Srr *#£©Mffi£frfcfi£oT4;l 5ft*. 
flMtff. £**-#>•? Uv>'y httfifr4)J:yflHI#S 
•J . SL< ttg£**!l&-?gl,>M?ft*. 
[007 1] 7Py*726fcfel,vr. «• LflnA#tf«i£ 
©YB fSKPPVSffl©X$£JStA LfcC t#»3E*ft* <t, 
7^/^-*Vf Uv>y |«'2"I47p y *728?5%6 
ft*. ^Py^730Kfe^T. fe UmA*M»©«|lc 

V*3"l47Py*732fc5ASft*. 

/U* tt. flJAfcf. 2iM)1BIBSL<tt*ft«±<0«BI 

#fi©**Stf7*-7y hm537->t/Wy 

t-^-w&y. £fc«LT^M'j>&^iog&£i#*. n 

ftfttMNH^-MS-aTt.. «mcSIY>7t?-> 

+;U*4**ct#»fa*ft*. tiioHfc. 

U-^y H4fM©»«W)l!WI(c»LT©a^?lSft. * 



US?y httlPI-HHV!>jHH«c 

»LTtt4*5ftft^. 

[0 0 7 2] ?Py?734Kfc^T. UJDA#JE>^- 
5/y^«§M* k 6^U5 7»i*«li*Ji, eL<tt«fcy 
iS^^U = 7 7 ^SfflPg«'\7'y^ U- K*ftfc5. x 
5**/I/*-#>"4'#7p y ^736K4A6ft*. y 
*738fcfcl^T. fc LT'Pt-i/ a ^;UBIM)JIKNffT 
fPftfttf. T^/W-r/5"B7n y ?740(c$*. 
5ft*. *flD«fc3*^Pt-5/3^;HeiBllllitt«LT 
**T©inA#ti:»B*ftS. 

[0 0 7 3] 7Py*750fca3lOT. *-#>*U5>y 
h©^**^?ft*. 7Py*760lEa5lvr. fcL* 
-#>*U5>y h/^VX£H?PJ.X±T£ft«' ( 7~Py 
*770fc£l^T. a— «f-(4i— tf— Y>-?-7x-X 

5'aV©4>frSWi* , *Ei*ffi*ft*. fljltf, SUA 

*= **#*«:*r->3VH:BB4-6tfl!)H«-pB«HC 
KW*ftT*fe. ±ESft7fcJBJHft7'PV7>fciill;l 

t. tf-tty^-h3>i»p-/u*ai;Tt^Tti 

❖-#>JlfRL/=a-(c7'^HrX-r*Ct#T#* 

J: 3 ICS*. 

[0 0 7 4] ^Py^780lC*3^T. 5*5>$r/U*-#;/ 
/t5VXtt7Py*770fcfe^TM^RSftfc*-#;> 
flOfklCtoTWIS^ft. *-5^-;W»ffl/t4t->©t- 
S-te^'P y ^720T«»Sft*. 

[0075] ssaronpA^-o^/u^yvh^s^-r 

* C <h IC «fe -a Ta— «f-fl«1#S«>«i**IBKl!W LT 

i^*ct*iji-ract(iRrft-p**. 1ipa# 

46tC *-S^-;W*fllA#K»La— If— fV*-7i 
-X'sn^VF^ATJ-rSCt^S^-r*. Ri-«f- 
-<>^— 7i- Xti"Do you wish to continue"©d;5 

ftK-atf-ars^^tucWLTtssuajtfttfasft 
l\ ^-s^/ucrtw^r-r^-ttjasstfaflitfft**? 

#±*ft*o 

[0 0 7 6] flww*uwr*inx#K»LT. 

ttfc«-oot7 h©^-?K>^4^5ft*c:i^« 
ii-T*/i:46tC, @ 3 T^TtClMB^S-ft*.*: 3 GC0UP0N_R 
EC0RD_DURATI0N7-f-;l/ Fit, If IS©SffiIBSi3b^ - = 
^;UF«3lcfi#?ft*i: C5©«IHBB*3*r'« 4?L5 
ft*. Cfttt, ItyjSLflEffltfftS^-rVT*?-: > 

-flMnA#tf. «y>ELatft*n-fl)'r>7*?-5/+ 

;Uffl©^-*>*H*A#f *©*ttlf*. 
[0 0 7 7] *58WKffid±B7 ? -*fii5/>*y 



(12) 



<8I?S¥ 1 1 -1 6 8 7 0 9 



ft. r5>*/U*-#;/tf. EMM, IPPV ECMjliA Bffif*. ®S£ft/-">>2 y **l*H3W!>fcaM£ltt> 
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[0 0 7 8] *fHM*«tt«-r«fctt(z, xS^/U* 

/c-Cy/^XPPV£ft£flQA#fcSflrf3©*T£3o 
«jttf. Ctltt. ^;l/-7re*-EHMSL<tt«Bre* 

[0079] BiflMwi/^-vx— z^mmmist 

©■«?±E*ftfcl/?l?- My ^BWCfcoT, #» 
fcTX^n/W-Stf^y h7-*IHtPWill4* 

LfcA^Tx^iU^-^XOffiffllcJ: y , tl— fc?X7 

Hlcfofe ^TtTn 9-i fy C £tf 

[0080] ttT««§ea->^y*(cas^T. 



[0081] Lfr U /\V U-\y«?-#><7MS§£^ 

uyi5i*3i:f«. /<-ru-y©±fta«tt, «*yfe 

(«*«. '*£SL" ) *^jt«Ctlc«fc-3T«B 
«t*CfcfcSy. *«IS*6Si*>**-#>iHI*fr 

LfctfoT. C0UP0N_CREDIT7<-;U 

[0 0 8 2] T^/U^-^tffiK-atCtt. 9l\r- 
7re*-EMM, I PPVfflfA y>*. $fc«Sfflre*-ECM£ 

3 oo^M £5c ?/l/-7re*-./ y 
aiPf VftHtt<WWIIffl* - 5 ^/U'vtfBE-f « E 

t**ofl>L\ hqk i ppvbia^© y * nzfimz 

4*3o LA^LIPPVUAy >*tt*/[/-7re*-* y-fe 
fclULT, *y h7-?MS3§gL<«PPV;i£&3I-tr 
*tlS<tC5©*a*ffioT, ^<o©*-#>£iinA 

•fe-s?«ai:fc^-#>fi!)eatt«sK#iire+-fiais 
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[0 0 8 3] 7/U-7re+-Mv*-5>*>Myfe 
- *J (EMM) £jI Ufc*-#>0B»©e*t. JJPA*^ 

-*tt, flAtf. *K»AUfe«tc»-3^T. ftjeosp 
A#lcffl£4;t 5 J: 5 j&Tf 5 I PPVit— l£x 7p / W 

B«"?*fr«ny, LfttfoT, *-CDft£©EMM£& 

[0 0 8 4] f5Hn«(c, ^re*-EMM©7 7 7 p a- 
*tt. x*X h^7t-^7-: ^+/Ut*fc6-r»S 

n§„ ±ELfc«fc5fc, Z*l6©j]PA#tt, ffi©#iiBK 

*©«fc3ftj£s*««j:atf*. mf. tt— trx^pM" 

•So 

[0 0 8 5] *6fc$fc. COUPON_CREDIT&tfVH_LIMIT 

7n/W<f-tt, 7-T-/U KVIDE0_PR0VIDER_IDKJ:-3 

- 5>*flW I DE0J>R0V I DER_ I DSO=C0UP0N_CRED ITt'afiEL 
T, *©£IIMofc?7U- LfcS, /WU 
-V ItflV I DE0_PR0V I DER_ I D&£K0UP0N_CRED 1 10)$$*$ 

[0 0 8 6] ±l3P D ^S©D-tO©ft?tt, EMMfgEfcteffl 
LTHff*nSo ftlc, t,L^;U-^re+-EllWK36« 

acDsnats < «sy/i/- 7re*-aii*£j8r * c<ttf 
trt*u:ffiis*n*. >«y-fe-^*BHr*fc»oflw>* 

SU, «^f>6L<ttr*T©*y*-5>«»3fc*-* 

tciblzji7'j y en 

[0 0 8 7] ssfcSfc/M'u-ytt. dsfeHianiMr 

tife^yt-?**oT "<ty«L' «»««fflf *. 
Efl!>ii£l!:*l*T. / -b- vAWlc^sn^ofr^ 
SCOUPOfKRED I T* * - S 7-/bfc KfW fctt S fttffi 
**ifc»c. £;£W>< y ■te--?l*«#Srft*-57-/MC 



[0 0 8 8] *Sl£. /UU-7li, *y 
J *ifc<0i: MI U£ rtT-y y y 3K* 3 if *. 

CftfcMStLTfiafTSfcttli:, tr*ftCOUP»LCREDIT 

£ K»7fcC0UP0ILCRED I PMtffiP C0UP0N_CRED I T 
_F I ELDtf^/l/- ^re^-EMMT^©^ 0IB 4>£ -5^1/ 

5ffi**ifclS»flto:*-<KV*U5>y *6 
fc. *«W3©lffl*j£fl!>-9— trx7PM-r#-fr5<D*- 
#V*Wl-r*fc»t£. f«Mintt7-f-;U KOCOUPOHJEB 

im*-~±/n^ic^*n?.o nuiAaiiyiguft* 

fey y -fe-5?4:fl!>Bfl!>»Jl*W6* E iff?**, ffi© 
SSliEMMrt©B/^Ba/ey— Jtft^fet,©?**. 5> 

[0 0 8 9] #fc*y-fe-5>*-9--r>r*E£6L<li 

/ \°7 y y * t % c t a fcsa y 

jIL3£**[S± , Z?#£l/'/'c#>, Glxtf. C0UP0N_CREDIT 
atfVHJ. I M 1 17 4 KflD J: o M]V--Jnfr-* y -tr 

T, «f«C0UP0N_CRED I Tfl«E* ftftttfttf ft 5 ftt\ 

* s k, &mm<7- #>E»tf s«*ftfe i #*»s*r 

h5y^L*»titfft64l\ 
-^+-x#y^#«ftr*i:. *«0lc*-#>l3»« 
fKfc»fc«»*hfc30U-'7re*-EillH:, y 
•b - 5?#S^fc»f«Hntta ❖ - # C t tf 

t\ Sf&COUPON_CREDmifi^COUPONCREDIT 

[0 0 9 0] *2©7 , 5?*JU*-#>fi»*aiCfeL , » 

t, ^-#vi*iPi»v«Ay>^«ii:TfiB*ft*. § 

IPPVBSAICSILT, ynf^kre*-* 'yt-*Jp}<DU 
L-oW-y htCfeoT, trx^DMy^-tt, ±IB 

SCi: i fcft<, Ut-o$tclt?tU>A±<D'9-tfy*£W} 

mcfr-ommmxm's&M-ezz, t lspa#s«m© 

Tl^*^fcft6, StL^+(— ex^P/W^— 

X«. I PPVSJS©H^©BI A fcLofr'J'JV* ^ 
5o *<©*-#>jfNSJIlttfc£i;fc£*. J)PA#tt?" 

>T <r-(i*©+»— tiX ^p / W ^-(DSiHlcW LT(D* 
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-aims.*? -#>£4*s^ < mmt % z 1 

[009 1] f6©/\°-f U-V©**«>RH6ttfc lx, & 
< O I PPV#ffl£jf AT * J: o%Tzs*JW-#>mm0k 

tf. »-r» £W*£DES/\y->a$fdi#fflre*-;>< 
* L^-#>flMtoB«IPPVU#- h/f y ^Kfe^TBE* 

ftzvftfcf, C07-f-/u K"M>/t«f u-y«iiftttK 

[0 0 9 2] tL, /«-rU-y#^/b-7'*-tttoT 

ft. fi»-3U#-H/^^rt7?ai5ftfttf, flBS^Sta 

[0 0 9 3] *Sl£. feL/t7*'Jy^*-fl»fl*lire 
y ?©eaT«l*ftfcftStf. 1tt7UU 

/b-7*fliA*-«16ftT^*^©?yyfe—ytt*^ 
J**ftftl\, 7/l/-7l»3*L<ttflA+-(i$r-5*- 

;urtteSSLa^fc». n°7y y 

«#K»LTffl»!>«jS*ST*. WlltLT, VLSI 7° 

[0 0 9 4] *^ic^3m3©es^cfc^T, 
v>7*^— >-wi/ tLT«6ft*aa*ftfeiaii 

Uv>'y UteASft*. *5fc£fc, AlAttffflMMcft 

7 1 -X^**ft3fWfflA73<D <fc 3fc**«MllI A# 
BBSS**-*©****!?**. 

[0095] /t-ru-ya, s»MicfinA#fflHfflapfi 

LfrU M#**SftfceL<lt<M}: 
<£fcltt$ftfc£IHRttfi««!rftS. > 

fc. «ftB«<««Bn*h5y^f*«W*a:L\ PR 

0GRAM_PAY0UT_DURATI0N7-f-;l/ Ktf A'JV h'?'? V* 
f V-fcfcP- K*ft, r$?*;U*-#VM«fcfr©« 

wummm&vmtz. se^T, 2^-a7>h 

+ *JktfBW*ftfclS©*-f h^7>©i 
*, *-#>#«fi*ft*. *SWtC, Cfttt^-5^- 

[0 0 9 6] ?6tC$fe, C0UP0N_REC0RD_DURATI0N7-f 
Ktt. ttUBWMiMT'n -fe y -fry * 'J 



ft*e*a*r*o(c»**ft*. 

[0 0 9 7] /t-fU-Vtt, -fV7t?-: f-WU&HI 
Lfc£#^<^<D*-«KVj^*Sftfcfr*jR-r. tti 
re+-E01rtflD7-f-;UK*»ftL«tdtr*. t>£o 
©HI«gtt«, DES/\y->a (flUtf, W» glXtt 
#fire*-©/t7y y **-B**«flrr*CiT** 
*. ±K*ft/HBffl2«£B*lEfrare+-.>« y-fe— 

*-£L< ttfflA*-©fc«S<Sfflre*-.>< y-fe-v> 

*-IHK»fire*-* y t-^oeaTHSfflSftft 

-vwosftT*, •7";u-7 , fflA*-«a5ftT^s^ 

y -fe— ?tt£S*ftfti\ 
[0 0 9 8] ffl©/WU-y©**©RriBtt4:LT. /\° 
U-'Xi^jJW^Sffl^ y -b-v£fB§§ L, froig* 
y -fe - 5>«* - 5 *-;Mc» Ltl y S Lg£T *. / \°>f U 

-yn, ? y 7icj; y fflZifttct-xxDrnzma* 

i£Z tcmm- y 7Ag L < ttn-+fW > * - 7 1 - 

xsa i:tw»a**^a« * s * - s i-i\,*m.t 
z>o zwm'wmmt, «Ma*fcff«u&o/*y 

MzUft?ZZ.tT°&Z>o IflC, C0UP0N_CREDIT7-f- 
/UKtt4*SftTl*«*-#V©*«ffiT«fciMc«! 
/Bi-ft3= C0UP0N_PKG_ I D&tK0UP0N_PR0V I DER_ I DKJjP 
^.T, 0-i:-3?a:*<2-3©ieBBIi*-r^-ftEWt 
£ft3o — O©^-<>r-T s *SC0UP0M_PAY0UT_0URATI0N 
tt^-/K>fi«4x.5ft5MlcJjnA#fi«SiSii*l?lPLSlt 
fttfaSft^eiBth^y^U »y©-o?**, CO 
UPON_RECORD_DURATIONli, WOBm&t&J 6SS»* 
ft*«f*t*5y^-r*. 
[0 0 9 9] /<C7'J y ^*-lc«fc*«ire+-^yfe- 

tt, #fflre*-p< y-b-S^gMT^/c&KBg^EKjtc 
^/U-^fflA*-*«fi8W#*«. -?VU-7"fflA+- 

ftl\ ea*ft*^/b-^/t7*yy^*-(0fi*H:, a 

«*ft*«miM©ii*i£«eLNttBr«. *fe 

-7"y\°7-y y -7Slf<@A*-ttfr^<DEMMs©€a{c J: o 

T^fb5-ft}#So fittnmti^r *t. -7- 

#>afr1«»*rr*»lire+-E0l«ftt)-e*Ci(C 

<fcoT, eL<tt^-*>lcj:5IPPVMA^ft ; S-r-5c: 

So 

[0 10 0] ±EMHlcfe^T. ^-#>**-S^-;U 

fto ISl©*Stt, ^;l/-7"re*-EMMtcS^, ^2 
©*S6(4IPPVBHKH<tetfotJ-6ft. II 3 Q^&tt, 
"-T>7*^— > + ttft«ffiffir«#lire^-ECM 

[0101] ^/U-^re+-3K*tt. IPPVtf^^K4?l 
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[0 10 3] Stere*-*jSlCllLT, 

[0 10 4] UfctfoT, *»Wtt****«:^Pt- 

taW*n:a6KaRttU:*-y'y hfcSftTl**. SPA 
#14 Y * V— >-w W!>«fc 3 SiSHWSffi^ffi^-r -5 

[0105] aw(i**#**wft©jaM«co^T« 
[0 10 6] mxa, <7-my?\s*Jv k/^vx©s 
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-YOU ARE NOT SUBSCRIBED TO THE PROGRAM. 
-HOW DO YOU WISH TO VIEW THE MOVIE? 
— YOUR OPTIONS ARE 

a)IMPULSE PAY-PER-VIEW 



, a)IMPULSE PAY-PER-VIEW WITH DISCOUNT 

-THE COST IS $1.50 WITH ♦ TV COUPONS. 
-YOU HAVE *27.SC CREDIT AND 
13 TV COUPONS. 



s 'o{ COUPON RHyuPTinM mm; 
- YOU CURRENTLY HAVE 32 COUPONS 
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1. Title of Invention 

DIGITAL COUPONS FOR PAY TELEVISION 

2. Claims 

1. A communication system, comprising: 

a controller for transmitting program services 
to a plurality of subscriber terminals via a 
communication channel; 

said program services being adapted to be 
selectively recovered by said subscriber terminals ,- 

said controller being adapted to deliver digital 
coupon information to said terminals via said 
communication channel; 

said digital coupon information allowing said 
terminals to obtain credits when recovering first 
particular ones of said program services according to 
preconditions of said digital coupon information; 

said terminals maintaining a running balance of 
said credits obtained. 

2. The system of claim 1, wherein: 

said credits are usable in obtaining second 
particular ones of said program services at a reduced 
charge . 
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3. The system of claim I or 2, further 
comprising : 

monitoring means for monitoring a usage pattern 
of a selected one of said terminals ta determine if 
said preconditions of said digital coupon information 
have been satisfied; 

said usage pattern being indicative of at least 
one of: 

(a) which oc at least one of said first 
particular program services have been recovered by 
said selected terminal, and 

(b) a duration during which at least one of said 
first particular program services have been recovered 
by said selected terminal ; 

wherein said credits are provided when there is 
a correlation between said usage pattern and said 
preconditions of said digital coupon information. 

4. The system of one of the preceding claims, 
further comprising; 

a user interface for selectively redeeming said 
credits according to a user input. 

5. The system of one of the preceding claims, 
further comprising: 

a user interface for obtaining a confirmation of 
user involvement when a corresponding one of said 
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terminals is recovering said first particular ones of 
said program services. 

6. The system of ■ claim 3, wherein: 

said first particular ones of said program 
services provide a plurality of individual programs 
which are adapted to be individually recovered by 
said selected terminal ; and 

said credits are provided when said usage 
pattern indicates that said selected terminal has 
recovered at least one of : 

(a) a predetermined number of said plurality of 
individual programs and 

(b) a predetermined amount of charges which are 
incurred by said selected terminal in recovering at 
least one of said individual programs . 

7. The system of one of the preceding claims, 
further comprising: 

means operatively associated with said 
controller for encrypting said digital coupon 
information and said program services according to a 
common cryptographic key. 
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8. The system of claim 3, further comprising: 
a usage pattern accounting center which is 

operatively associated with said controller; 

said usage pattern accounting center being 
adapted to receive information indicative of said 
usage pattern of said selected terminal from said 
monitoring means via a communication link; 

said controller receiving said information 
indicative of said usage pattern from said usage 
pattern accounting center for controlling the 
delivery of said digital coupon information to said 
selected terminal . 

9. The system of one of the preceding claims, 
wherein: 

said controller is adapted to deliver different 
digital coupon information to different ones of said 
plurality of subscriber terminals. 

10. A subscriber terminal in a communication 
system, comprising : 

means for selectively recovering program 
services which are received from a controller via a 
communication channel; 

means for receiving digital coupon information 
from said controller via said communication channel ,- 

said digital coupon information allowing said 
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terminal to obtain credits when recovering first 
particular ones of said program services according to 
preconditions of said digital cgupon information,- and 

means for maintaining a running balance of 
credits obtained . 

11. The terminal of claim 10, wherein: 
said credits are usable ir. obtaining second 

oarticular ones of said program services at a reduced 
charge . 

12. The terminal of claim 10 or 11, further 
cotrprising: 

monitoring means for monitoring a usage pattern 
of said terminal to determine if said preconditions 
of said digital coupon information have bean 
satisfied; 

said usage pattern being indicative of at least 

(a) which of at least one of said first 
particular program services have been recovered by 
said terminal, and 

(b) a duration during which at least one of said 
first particular program services have been recovered 
by said terminal; 
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said credit being provided when there is a 
correlation between said usage pattern and said 
preconditions of said digital cqupon information. 

13. The terminal of claim 12, wherein: 
said first particular ones of said prograrr. 

services provide a plurality of individual programs 
which are adapted to be individually recovered by 
said terminal; and 

said credits are provided when said usage 
pattern indicates that said terminal has recovered at 
least one of ; 

(a) a predetermined number of said plurality of 
individual programs ; and 

(b) a predetermined amount of charges which are 
incurred by said terminal in recovering of at least 
one of said individual programs . 

14. The terminal of claim 12, further 
comprising: 

a communication interface for communicating 
information indicative of said usage pattern from 
aaid monitoring means to a usage pattern accounting 
center, which is operativeiy associated with said 
controller, via a communication link; 
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said controller receiving said information 
indicative of said usage pattern from said accounting 
center for controlling che delivery of said digital 
coupon information to said terminal . 

15. The terminal of one of claims 10 to 14, 
further comprising: 

means responsive a user interface for enabling 
said terminal cc selectively redeem said credits 
according to a user input. 

IS. The terminal of one of claims 10 to 15, 
further comprising: 

means responsive to a user interface for 
obtaining a confirmation cf user involvement when 
aaid terminal is recovering said first particular 
ones of said program services. 

17. The terminal of one of claims 10 to IS, 
wherein: 

said digital coupon information and said program 
services are encrypted according to a coomon 
cryptographic key. 

18. The terminal of one of claims 10 to 17, 
further comprising: 
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authentication means for cryptographically 
authenticating said digital coupon information. 

19. The terminal of claim 13, wherein: 
said authentication means authenticates said 

digital coupon information according to a group key. 

20. The terminal of claim 18 or 19, wherein: 
said authentication means authenticates said 

digital coupon information according to a public key. 

21. The terminal of one of claims 10 to 20, 
wherein: 

said program services include programs which are 
encrypted according to associated program re-keys; 
and 

at least a particular one of said program ra- 
keys is communicated to said terminal to allow said 
terminal to decrypt and recover the associated 
program using said program re-key; and 

said digital coupon information is communicated 
to said terminal with said program re-keys. 

22. A method for transmitting digital coupon 
information from a controller to a plurality of 
subscriber terminals in a communication network via a 
communication channel, said network also being used 
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for communicating program services from s-aid 
controller to said plurality of subscriber terminals, 
said program services being adapted to be selectively 
recovered by said subscriber terminals, comprising 
the steps of: 

targeting at least selected ones of said 
terminals to receive said digital coupon information; 

delivering said digital coupon information 
to said terminals via said communication channel ; 

said digital coupon information allowing said 
terminals to obtain credits when recovering first 
particular ones of said program services according to 
preconditions of said digital coupon information; and 

maintaining a running balance of said credits 
obtained at said terminals. 

23. The method of claim 22, wherein: 

said credits are usable in obtaining second 
particular ones of said program services at a reduced 
charge . 

24. The method of claim 22 or 23, comprising 
the further step of : 

monitoring a usage pattern of a selected one of 
said terminals to determine if said preconditions of 
said digital coupon information have been satisfied; 
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said usage pattern being indicative of at least 
one of : 

(a) which of at least one ©f said first 
particular program services have been recovered by 
said selected terminal, and 

(b) a duration during which at least one of said 
first particular program services have been recovered 
by said selected terminal; and 

providing said credits when there is a 
correlation between said usage pattern and said 
preconditions of said digital coupon information. 

25. The method of claim 24, wherein said first 
particular ones of said program services provide a 
plurality of individual programs which are adapted to 
be individually recovered by said selected terminal, 
said method comprising the further step of: 

providing said credits when said usage pattern 
indicates that said selected terminal has recovered 
at least one of: 

(a) a predetermined number of said plurality of 
individual programs ,- and 

(b) a predetermined amount of charges which are 
incurred by said selected terminal in recovering at 
least one of said individual programs. 
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26. The method of claim 24 or 25, comprising 
the further steps of: 

receiving information indicative of said usage 
pattern of said selected termina'l from said 
monitoring means via a communication link; and 

controlling the delivery of said digital coupon 
information to said selected terminal according to 
said information indicative of said usage pattern. 

27. The method of one of claims 22 to 26, 
comprising the further steps of : 

providing a user input to said terminals; and 
selectively redeeming said credits according to 
said user input. 

23. The method of one of claims 22 to 27, 
comprising the further step of : 

obtaining a confirmation of user involvement 
when a corresponding one of said terminals is 
recovering said first particular ones of said program 
services . 

29. The method of one of claims 22 to 28, 
comprising the further step of: 

encrypting said digital coupon information and 
said program services according to a common 
cryptographic key. 
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30. The method of one of claims 22 to 29, 
comprising the further step of : > 

delivering different digital coupon information 
to different ones of said plurality of subscriber 
terminals . 
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3. Detailed Description of Invention 



BACKGROUND OF THE INVENTION 

The present invention relates to communications 
networks such as cable television, satellite 
S television and computer networks over which services 

are available for a fee. In particular, an 
apparatus and method are presented for allowing 
users cf services such as pay television" 'to obtain 
credits when viewing particular programs. The 

10 ' invention enables service providers to transmit 

credit information in the form of "digital coupons" 
to individual subscriber terminals to promote 
particular programs and reward viewsr loyalty. 

Cable and satellite television networks where 

15 video services are available for a fee are well 
known. Also wall known are computer network 
services such as CompuServe, Prodigy, America 
Online, Knight -Riddsr Information Service, and 
others where databases, banking and shopping 

20 services car. be accessed and e-mail and the like can 

be communicated, all £or a tee. In the past, soma 
networks have provided services on a free trial 
basis. For example, during promotional' periods 
lasting for ona or two days, for example, premium 

25 programming services such as movie or sports 

channels could be viewed by subscribers who normally 
would have to pay an additional charge to receive 
such programming . In most cases, this is dona by 
placing the entire ssrvice into some sort of 
30 promotional scrambling mode where Che programs are 
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either not scrambled, i.e. in-the-clear , or use 
fixed keys which are known to all subscriber 
terminals. For example, Ln a broadcast environment, 
service providers do not know which existing 
S customer or potential new customer is attempting to 
accass a particular service. Even if feedback could 
be obtained, for example, using a telephone lins -o-r 
some upstream path, there would be too many 
transactions of customers tuning in and out of 
10 sarvices for the service provider to -usefully 

Consequently, the service must usually be 
placed in a scrambling mods which allows frea 
accessed by everyone, including potential new 

15 customers and even existing customers, or at least a 

large defined group. Moreover, an extended period 
of free service time is usually needed to 
affectively promote services since the different 
programs which are made available during the free 

20 preview will appeal to different interest, 

demographic, and age groups of viewers. For 
example, some viewers may prefer to see action 
movies while others prefer to see comedies. Thus, 
it is necessary to provide a wide variety of free 

25 programming over an extended period of time to 

effectively encourage viewers to subscribe to the 
premium programming services for an additional 
monthly charge . 

During the free preview period, renewal and new 

30 subscriptions rates may be reduced to further 
motivate the customer since the customer may 
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Otherwise wait until after the free preview period 
is over to order new services which may, in turn., 
■ stress the call handling capability of the service 
provider's subscription center. 
5 Additionally, various programs may be offered 

on an individual or a-la-carte pay-per-view (ppv) 
basis, where the subscriber pays a fee to view a 
single program. The customer may either call ahead 
to the subscription center to have a specific 

10 authorization or entitlement for a single program 

sent to the customer's terminal, or the customer can 
arrange to have a certain amount of monetary credit 
downloaded into the customer's terminal. With the 
selection of PPV program, the a pre-stored credit 

IS amount in the terminal is reduced. Such PPV may be 

offered at fixed times or staggered times with so- 
called Near Video On Demand (NVOD) . Also programs 
may be delivered essentially instantaneously witii 
Video On Demand (VOD) . 

20 In VOD system systems, the program can be 

delivered on demand to a specific subscriber when 
that subscriber communicates a buy signal to a video 
server located at a cable television system headend. 
The buy signal may be communicated, for example, 

25 through an available upstream channel in a cable 
television network, or via a telephone line. 

Various marketing techniques have been used to 
encourage subscribers to purchase pay-per-view 
programs. PPV usually are more profitable for the 

30 service provider than subscription services. These 

marketing techniques include providing the 
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subscriber with a credit on his monthly statement 
when the subscriber purchases a predetermined number 
of PPV programs, or spends a predetermined amount of 
money on PPV programs. Or, the subscriber may be 
5 mailed a paper coupon which the subscriber can later 
mail back to the network billing department to 
obtain a discount after the subscriber has met the 
preconditions for redeeming the coupon. For 
example, the paper, coupon may entitle the subscriber 
10 to a credit of one-half the price of a PPV program 

when cne PPV program is purchased at the regular 
price . 

While such marketing techniques can be 
effective, some subscribers may become accustomed to 

15 receiving paper coupons and other discounts on their 
monthly statements and may then resist paying higher 
fees when such discounts are not offered. In other 
words, they will only buy if they get a coupon. It 
would be desirable to reward the subscribers after 

20 they have met some predetermined conditions. 

Additionally, it is not easy to selectively target 
groups of subscribers or individual subscribers, 
without making the entire service free; • or to 
monitor the effectiveness of such promotions. 

25 Moreover, the effectiveness of conventional 

promotions may be reduced because the realization of 
the discount by the subscriber is delayed, typically 
for a number of weeks due to delays in the billing 
cycle. Furthermore, paper coupons are difficult to 

30 organize and handle and are easily lost. 
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Accordingly, it would be desirable to provide a 
method and apparatus Cor aLlowing Selective 
targeting of promotions of programming services to 
particular subscribers or groups of subscribers 
5 without placing services in free mode, or using 

paper coupons. The system should allow subscribers 
to receive an immediate .credit when a predetermined 
viewing pattern has been met . The system should 
reward subscriber loyalty and encourage subscribers 

10 to purchase additional programming services such, as 

PPV programs and/or additional levels of service, 
such as premium programming services. 

The system should also organize the credits in 
a way to allow che subscriber to take a quick 

15 inventory, and should inform the subscriber when a 
service is available through the promotion. The 
system should allow flexibility as to how the 
credits may be used, for example, in regard to the 
variety of shows, times, and dates the programming 

20 may be accessed. - 

Furthermore, it would be desirable to provide a 
system for monitoring the success of such 
promotions, gain feedback on subscriber- viewing 
habits, and determine the viewership (e.g., audience 

2S size) of particular programs. The system should 

employ cryptographic techniques to thwart 
unauthorized persons (e.g., pirates) who attempt to 
tamper with the system for illicit gain. 

The present invention provides a system having 

30 the above and other advantages . 
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SUMMARY OF THE INVENTION 

In accordance with the present invention, an 
apparatus and method are presented for allowing 
users of services such as pay television to obtain 
5 credits when viewing particular programs. The 

.. ; . . , invent ion enables program service providers to 

transmit credit information, in the form of "digital 
coupons" to individual subscriber terminals to 
promote particular programs and reward viewer 

10 loyalty. 

A communication system in accordance with the 
present invention includes a controller for 
transmitting program services to a plurality of 
subscriber terminals via a communication channel. 

15 The program service may include television programs 
which are broadcast or continuously transmitted on a 
predetermined schedule, pay-per-view programs which 
require specific user selection and either a local 
transacted or remotely transacted purchase. Near 

20 Video -On -Demand which is pay-per-view offered at 
staggered broadcast times, and Video -On-Demand 
services, which are transmitted only in response to a 
user request, or other electronic information such as 
computer software. 

25 The communication channel may include a cable 

plant and/or satellite link, for example. The 
program services can be selectively recovered by the 
subscriber terminals. For example, a subscriber may 
select a particular program to view by tuning in the 
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corresponding channel using an on-scraen interface, 
e.g. Electronic Program Guide (EFG) ; and a remote 
control unit, or by transmitting a buy order for 
either PPV or Video -On -Demand programming. 
5 The controller can deliver digital coupon 

information to the terminals along with program 
service data using any available technique, such as 
frequency or time multiplexing. The digital coupon 
information allows the terminals to obtain credits 

10 when recovering particular programs as defined by 

preconditions of the digital coupon information. For 
example, the subscriber may receive a credit for one 
free PPV program when the precondition of purchasing 
five PPV programs at regular prices has been met . 

15 The terminal automatically tracks the balance of 

coupon credits as coupons are awarded and redeemed. 
The credits are usable in obtaining program services 
at a reduced charge (e.g., at a discount or free). 

Each terminal includes a processor which monitors 

20 a usage pattern (e.g., viewing history) of the 

terminal to determine if the preconditions of the 
digital coupon information have been satisfied. For 
example, the usage pattern may indicate which programs 
have been recovered by the terminal within the last 

25 month, or some other period, or the length of time 
that a particular program, or program service (e.g., 
channel) was viewed. The terminal may simply grant 
coupons based on the purchase of a PPV program, or 
based on the amount of time spent viewing an 

30 infomercial. The credits are thus awarded when there 
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is a correlation between the usage pattern arid the 
preconditions of the digital coupon;, information. 

A user interface such as a graphical user 
interface (e.g., on-screen display) may be provided to 
5 allow the subscriber to selectively redeem the 

credits. For example, the user may have a variety of 
options from which to choose, where a cash balance 
and/or a coupon balance are redeemed in full or in 
part. The user interface can also be used to. obtain a 

10 confirmation of user involvement. For example, to 

verify that the subscriber is still viewing a program, 
he may be periodically required to provide some sort 
of control input as the program is displayed. 

When the program services include individual 

15 programs which can be individually recovered by the 
terminals, such as with a PPV scheme, the coupon 
credits are awarded when the usage pattern indicates 
that a terminal has recovered a particular number of 
such individual programs, or a particular amount of 

20 charges. This allows a coupon credit -to be awarded 

whenever a PPV program has been accessed. One or more 
coupons may need to be redeemed in order to access a 
program. 

To allow program service providers and 
25 advertisers to obtain and analyze the terminal usage 

data, a usage pattern accounting center which is 
associated with a network controller may be provided. 
The usage pattern accounting center can receive usage 
pattern data from the terminals via a communication 
30 link, such as an upstream path in the channel over 

which the program services are transmitted, or a 
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telephone network. This is especially useful for 
determining the viewership of commercials or 
infomercials wherein the cost of running the ad in a 
program is oftentimes a function of the estimated 
5 viewing audience. 

Moreover, the network controller can control the 
delivery of the digital coupon information to the 
terminals based on the received usage pattern data. In 
this case, the network controller can deliver the 

10 digital coupons directly to the terminal in a similar 

fashion as with other entitlements such as 
subscription entitlements, PPV entitlements, and 
credit information. For example, subscribers who 
demonstrate a preference for sports programs can 

IS receive digital coupon information which provides 

discounts for future special sports events. 

The controller can thus deliver different digital 
coupon information to the different subscriber 
terminals based on the usage pattern data or other 

20 demographic or individual data which has been compiled 

by other means . The digital coupon information can 
provide different preconditions for obtaining the same 
credits, or the same preconditions for obtaining 
different credits. For example, it is possible to 

25 reward favored subscribers such as those who purchase 

relatively more programming by providing the favored 
subscribers with more coupons than other, less 
favored, subscribers when the same viewing 
preconditions are met . 



(42) 



fclHM 1 -1 68709 



Various cryptographic techniques may also be 
employed to prevent unauthorized access to the 
digital coupons . 

A corresponding subscriber terminal and method 
5 are also presented. 
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DETAILED DESCRIPTION OF THE INVENTION 

A method and apparatus are presented for 
allowing users of program services such as pay 
television to obtain credits when viewing particular 
5 programs. The invention enables program service 

providers to transmit credit information in the form 
of "digital coupons : ' to individual subscriber 
terminals to promote particular programs and reward 
viewer loyalty. The digital coupons may be generated 

10 locally in the terminals based on criteria sent by 

the service providers, or transmitted directly as an 
entitlement by the service provider. 

FIGURE 1 is a block diagram of a communication 
system in accordance wich the present invention. 

15 The system includes a transmitting end, shown 

generally at no, a channel 120, and a receiving 
end, shown generally at 130. The transmitting end 
no includes a central controller 130 which 
coirctrunicates with a PPV order processing function 

20 115, a terminal usage pattern data accounting 

function 125, an encryptor/mul tiplexer/madulator 
150, a digital coupon information function 13 5, a 
program service data function 140, and a control 
data function 145. 

25 The receiving end 130 includes a number of 

terminals including terminal 1 (ISO } through 
terminal N (170) , which receive the digital coupon 
information, program service data, and control data 
via a hub 12 4 and path 122. Each terminal has an 
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associated display such as a television for 
displaying the program service data. For example, 
"terminal N" 170 has an associated display 180. In 
the example shown, the terminals 160, . . ., 170 are 
5 able to communicate with the PPV ordsr processing 

function 115 and usaga pattern data accounting 
function 125 via the channel 120. 

For example, in a cable television network, 
such upstream communication may be provided on a 

10 channel (e.g., RF spectrum) which is separate from 
the channels over which the program service data is 
communicated. A frequency-division multiplexing 
scheme may be used to achieve this goal. 
Alternately, a time-division multiplexing schema may 

15 be used, or the terminals ISO, . . ., 170 may 

communicate with the PPV order processing function 
115 and usage pattern data accounting function 125 
via a separate communication link such as a 
telephone network. Moreover, as discussed in 

20 greater detail below, the present invention can be 

implemented without the PPV order processing 
function 115 and/or usage pattern data accounting 
function 125 

The channel 120 may comprise coaxial cable, 

25 optical fiber, and/or a wireless link such as a 

satellite or RF broadcast link. The transmitting 
end 110 of the system may be a cable television 
system headend, a satellite uplink center, or an RF 
broadcast center, for example. 

30 The digital coupon information function 135 

comprises a memory for storing digital coupon 
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information in accordance with the present 
invention. The digital coupon information is 
communicated to the terminals 160,'. . ., 170 at the 
receiving end 130 of the system. Furthermore, when 

S the terminals 160, . . ., 170 are addressable, the 
digital coupon information may be targeted to 
individual terminals and/or to groups of terminals, 
for example, according to demographic data. 
Alternatively, the digital coupon information may be 

.0 transmitted via a path which is separata from that 

of the program services. 

The digital coupon information provides credits 
which the terminals can use for a number of 
purposes. For example, the digital coupon 

.5 information may provide a discount when the 

terminals order one or more PPV programs through the 
PPV order processing function 115. As an example, 
if a terminal orders five PPV programs within the 
current billing cycle, the digital coupon credit may 

0 allow the terminal to order a sixth PPV program at 

no charge. Or, for terminals that order PPV 
programs infrequently, the digital coupon credit may 
allow the terminal to order a first PPV program at 
half-price. The digital coupon may be generated 

5 automatically based on program coupon criteria 

established by the service provider. This has the 
advantage of requiring no direct involvement by the 
service provider. This is also suitable for 
broadcast environments where the return path either 

0 does not exist, is slow, or not set-up for 

interactive transactions . 
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Alternatively, the digital coupon information 
may allow the terminals to access .premium program 
services at a reduced charge, or at no charge, or 
allow the terminals to access other information, 
such as a software program, a computer game, a book 
in electronic form, a musical composition, an on- 
screen television program guide, movie or restaurant 
reviews, or other promotional, informational or 
educational material. For example, the digital 
coupon information may allow a terminal to access a 
premium movie channel for two days with each PPV 
purchase, or to download one computer video game, or 
to gain one hour of free connect time to a computer 
database . 

The term "program service" is thus used herein 
to encompass television, multimedia, and other audio 
and/or video signals as well as computer software or 
virtually any other information that can be accessed 
by, and/or communicated, to, the terminals via the 
channel 120. The term "credit" is used herein to 
indicate that the terminals are provided with a 
benefit such as a reduced or waived charge when 
accessing and/or obtaining program services via the 
channel, or for obtaining merchandise via the 
channel which is delivered to the subscriber by 
other means {e.g., by mail) . 

The terminals ISO, . . ., 170 do not realize 
the credit which is offered with the digital coupon 
information until the terminals satisfy certain 
preconditions. Each terminal includes means for 
monitoring various factors which define the 
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terminal's usage pattern data over a defined time 
period, including, for example, the number of PPV 
programs purchased, the amount of £>pv charges 
incurred, whether, and for what duration, the 
terminal has been tuned to a par-icular program or 
program service, whether the terminal has recently 
upgraded to one or more premium program services, 
and whether a promotional period is in effect. The 
promotional period may apply to individual 
terminals, such as those of new subscribers, to 
selected groups of terminals, or to all terminals. 

Accordingly, monitoring means in the terminals 
monitor the above factors to determine whether the 
usage pattern of the terminal corresponds with the 
preconditions of the digital coupon information. 
Optionally, in a "report-back" function, the usage 
pattern data is periodically transmitted from the 
terminals to the usage pattern data accounting 
function 125, for example, via the hub 124 and 
channel 120, or, alternatively, via a telephone 
network. For example, the usage data may be 
transmitted daily, weekly, or monthly. 

Such usage pattern data provides valuable 
information for program service providers and 
advertisers which car. be used to better target 
individual subscribers and groups of subscribers 
with produces and services with which they arc 
likely to be interested. Moreover, the usage 
pattern data allows the interested parties {e.g., 
promoters and advertisers) to determine the 
effectiveness of various promotions. For example, 
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when the digital coupon information provides a one- 
half price ppv program to subscribers who 
infrequently order ppv, the success rate of the 
program can be determined from the usage pattern 
data at the function 125. 

As another example, when the digital coupoo 
information provides two free days of access to on* 
of a number of available premium program services " 
the selected premium program servica can be 
monitored, and the subscriber can be subseouently 
orfered a digital coupon which allows him to upgrade 
to the selected premium program service, eg ^ 
one-half off che normal charge for the first month 
Various other marketing strategies may be used with 
Che present invention to enhance revenue and 
customer goodwill. For example, a subscriber may be 
given coupon credit for a free pay-per view movie on 
his birthday. 

Moreover, the digital coupon balance may be 
adjusted according to lotteries or other contests or 
games. For example, subscribers may be able to 
enter a lottery for additional coupons if they sperd 
a certain amount of money. Or, the subscriber may 
Play interactive games of chance where the pn' res 
and losses ars determined in terms of coupons . 

However, even if the usage pattern data is not 
reported back to the function 125, the monitoring 
means in the terminal can determine whether the 
usage pattern data meets the preconditions of the 
digital coupon information. Preferably, this is 
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done in a secure manner to prevent tampering by 
pirates, as discussed in further detail below. 

The controller 130 causes the" digital coupon 
information from function 135 to be encrypted and 
multiplexed at the encryptor/mux/modulator 150 along 
with the program service data from function 140 and 
the control data from function 145. The -program 
service data may comprise video and/or audio data 
which is stored locally on storage media, and/or 
which is received from an external source such as a 
satellite downlink. Alternatively, the program 
service data may comprise computer software or other 
electronic information. 

The control data includes cryptographic data 
which is used for generating working keys at the 
terminals for decoding the received data. 
Typically, one or more premium program services are 
communicated with basic program services over the 
channel 120. Both the basic and premium program 
services may be accessed with possession of the 
appropriate group key or keys. The group key or 
keys are delivered as part of an Entitlement 
Management Message (EMM) . Possession of the group 
key or keys along with the appropriate entitlement 
control data allows the terminals to recover program 
keys from the program data sent by the service 
provider in Entitlement Control Messages (ECM) . 

The program keys allow the derivation or 
decryption of the working keys which are used to 
encrypt the programming signal at the uplink or 
headend side, and to decrypt the program signals on 



(50) 



1$I8¥ 1 1 -1 6 8 7 0 9 



the downlink or consumer decoder side. The term 
"recover" is used herein to indicate that a program 
service is received at a terminal and retrieved for 
use (e.g., display) by the subscriber. 

The control data included in an Entitlement 
Control Message (BCM) is used to control access to a 
particular program service (i.e., channel) . The BCM 
control data tells the terminal which entitlement 
needs to be held by the terminal in order to be 
authorized to access and recover the particular 
program service. Typically, the ECM message which 
delivers the control data information is also used 
to deliver the program key information. The ECM 
message therefore not only defines program 
parameters but also delivers a key or precursor key 
(e.g. , pre-key) . 

The ECM control data may further include data 
for providing the terminals with the cost for 
ordering a PPV program. This control data may 
further indicate the cost, in terms of the number, 
and type of coupons required to access the program, 
along with other details listing what number of 
coupons is required for a discount, and so forth. 

FIGURE 2 is a block diagram of a subscriber 
terminal in accordance with the present invention. 
Like-numbered elements correspond to the elements of 
FIGURE l. A demultiplexer/demodulator 205 of the 
terminal 170 receives the program service data, 
digital coupon information, and control data from 
the path 122 and hub 124. Demultiplexing and 
demodulating is performed using conventional 
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techniques. Ths encrypted program service data is 
provided to a decryption processor 212 and a switch 
218 via lines 210 and 214, respectively, while the 
encrypted control data and digital coupon 
5 information are provided to a secure processor 220 

via line 230. 

The encrypted program service is decrypted by 
the decryption processor 212 to provide a clear 
signal at output 216 of the decryption processor. 

10 The secure processor 22 0 may receive the decrypted 
digital coupon information from the decryption 
processor 212. The decryption processor 212 can 
utilize a conventional decryption scheme, such as 
that disclosed in Gilhousen, et al., U.S. patent 

15 4,613,901 entitled "Signal 3ncryption and 

Distribution System for Controlling Scrambling and 
Selective Remote De scrambling of Television 
Signals," or Bennett et al., U.S. patent 4,864,515 
entitled "Reproduction of Secure Keys By using 

20 Distributed Key Generation Data, " both incorporated 

herein by reference. 

The decryption processor requires working keys 
(WK) to decrypt the signals input thereto via line 
210. The working keys are generated by the secure 

25 processor 2 20 in response to the control signals 
received via line 230. Firmware for the secure 
processor is stored in read only memory (ROM) 224. 
The secure processor 2 20 is also provided with 
random access memory (RAM) 222. A secure portion of 

30 the RAM 222 holds unit specific keys and/or seeds 

for use in decryption of a monthly group key, as 
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discussed in greater detail in connection with 
FIGURE 3. > 

A user interface 226 enables a viewer to select 
program services for viewing on a television (TV) 
5 180. If a user is authorized to receive the 
selected service by subscription, individual 
purchase (e.g., pay per view), or according to a 
digital coupon credit, the secure processor 220 will 
actuate the switch 213 to couple the decrypted 

10 output .216 from decryption processor 212 to the TV 

180 via user interface 226. Otherwise, the user 
interface and TV will only receive the encrypted 
signal via line 214 and switch 218. As will be 
appreciated by those skilled in the art, switch 218 

15 could alternatively be configured to provide a 

barker channel (e.g., a fixed message) to the user, 
or no signal at all, in the event that the user is 
not authorized to access the selected service. 
The secure processor 220 monitors the 

20 programming which is selected by the user via the 

user interface 22 6 to determine whether the user has 
met the preconditions for obtaining the digital 
coupon credit. For example, if the digital coupon 
provides a credit for one free PPV program when five 

25 PPV programs are purchased at the regular price, the 

secure processor will record each occurrence of a 
purchase of a PPV program. The RAM 222 may be used 
to store the corresponding data. The usage pattern 
data thus includes data which is related to the 

30 digital coupon preconditions but can include other 

user selections as well. A communication interface 
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230 such as a data modem is provided to allow the 
terminal to transmit buy orders fojr VOD programming 
and certain types of programming which require a 
service provider's authorisation for acquisition to 
the PPV order processing function 115 of FIGURE 1. 
PPV purchases processed locally by the terminal and 
Stored internally to the terminal may be forwarded 
to the PPV processing function for billing purposes. 
The interface 23G also allows the terminal 170 to 
transmit the usage pattern data to the usage pattern 
data accounting function 125 of FIGURE i. 

The terminal receives control data in the form 
of an Entitlement Management Message (EMM) which 
provides an initial currency credit balance for the 
terminal 170. In this case, when a user orders PPV 
programs, for example, the overall currency credit 
balance is decreased by the cost of the programs. 
The EMM message originating from the service 
provider may or tray not deliver an initial or 
additional coupon credit to the terminal. 

Typically, coupon credit is generated when the 
preconditions for obtaining the digital coupon 
credit are realized. The coupon credit balance can 
be immediately adjusted. As an illustration, assume 
the initial credit balance is $40, and each PPV 
program costs SS. Then, the credit balance will 
drop successively to $35, $30, $25, $20 and $15 
after the first five programs are purchased. At this 
time, the usage pattern data meets the preconditions 
of the digital coupon information, and the coupon 
credit balance gets incremented by one. 
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Alternatively, the coupon credit balance is 
incremented by one with each PPV purchase. When the 
terminal tunes in to the sixth program, the terminal 
receives a Entitlement Control Message (ECM) for the 
program. The terminal uses the ECM to determine the 
different ways that the program may be accessed. The 
ECM will also describe the currency cost and the 
coupon cost, if the program is available by coupon. 
The terminal will automatically determine whether or 
not the terminal has a coupon or coupons to acquire 
the program. if SO , the program is automatically 
offered to the viewer, or the viewer is prompted" to 
purchase the program using currency or coupons. 

By choosing the coupon option, the next order 
for a PPV program is provided free, and the coupon 
credit field is decremented appropriately. Thus, 
the balance remains at $15 . Alternatively, the 
terminal is charged for the sixth program, but the 
secure processor increments the credit balance by 
the cost, so there is no net change in the credit 
balance. The secure processor may provide a display 
on the user interface 22 6 that informs the viewer 
that the preconditions of the digital coupon 
information have been met. Of course, it is 
possible for coupon credits to accumulate when the 
corresponding preconditions are met but the credits 
are not realized, i.e., cashed in. The credits may 
be retained in the terminal for a predetermined 
period such as two or three months, or indefinitely. 
The secure processor may inform the subscriber if 
the credits are about to expire. 
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As described in further detail below in 
■ connection with FIGURES 4-6, the viewer may query 
the user interface 22 5 to determine the credit 
balance along with othsr related information. 

FIGURE 3 is a block diagram illustrating a 
decryption hierarchy for use in accordance with the 
present invention. An encrypted program pre-key is 
input via terminal 340 to a decryption function 344 
which also receives a monthly group key via terminal 
342. The program pre-ksy is unique to each encrypted 
program offering (e.g., television program) that" is 
available for decryption. The group key is changed 
on a periodic basis, e.g., once each month. The 
decryption function 344 decrypts the encrypted 
program pre-key to provide a program pre-key that is 
used as one input to a one-way function 348. The 
other input to one way function 348 comprises 
various program and coupon attributes, including 
access requirements, such as coupon and currency 
cost, for the corresponding program. The access 
requirements must be met to obtain authorization to 
view the program. :The program and coupon attributes 
are input via terminal 34 6, and the one way function 
processes the program pre-key and program attributes 
to provide a program key. 

The program key output from one way function 
348 is used as one input to another one way function 
352 that also receives, via terminal 350, an 
initialization vector (IV) representative of time. 
The processing of the initialization vector and 



&M¥1 1-168 7 09 



program key by one way function 352 generates the 
working keys required by decryption processor 212 of 
FIGURE 2 to decrypt the program service selected by 
an authorized user. A further description of the 
generation of the various keys, including working 
keys [provided in a "keystream") , can be found in 
the aforementioned Bennett, et al . patent. 

Optionally, the digital coupon information and 
program services can be encrypted according to a 
common cryptographic key. This could allow an 
authenticated file, for example, which represents a 
coupon image, to be sent to the decoders. The 
coupon could subsequently be redeemed as an 
authenticated image by transmitting the coupon from 
the decoder to the program service provider or other 
accounting center. 

FIGURE 4 is an on-screen display for a user 
interface in accordance with the present invention. 
The display 400 may be invoked as part of a 
graphical user interface (GUI) which allows a user 
to select channels and control other features such 
as volume and the like. Such interfaces are well 
known in the art. The display 400 may be controlled 
by a hand-held remote control, a pointing device, 
voice command or any other available means . For 
example, a user may select a PPV program such as a 
movie from a graphical user interface which causes 
the display 400 to appear. 

The display 400 includes a field 410 which 
informs the user that he is not currently subscribed 
to the selected program. That is, the user must 
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order the program. A field 420 informs the user 
that he has different options in ordering the 
program. Fields 430-460 present the options. A 
field 440 presents a first option wherein the movie 
may be purchased as an impulse pay-per-view (ip?v) 
program with the cost being deducted from an 
available cash credit balance. The user is thus 
informed of the cash cost of the movie and the 
available cash credit balance. The program can be 
purchased as long as there is a sufficient cash 
credit balance. 

A field 450 presents a second option, where the 
program may be purchased using digital coupons 
alone. The user is informed of the coupon cost of 
the movie and the available coupon credit balance . 
The program can be purchased as long as there is a 
sufficient coupon credit balance. The digital 
coupons are referred to here as "TV" coupons. 

A field 460 presents a third option, where the 
program may be purchased using a combination of cash 
and digital coupons. The user is informed of the 
cost of the movie using both coupons and cash, and 
the available cash credit balance and coupon credit 
balance. While only one cash/coupon combination is 
provided in field 460, it will be understood that 
other combinations may also be provided. In fact, 
the coupons may be assigned a cash value for this 
purpose . 

In another option, not shown, a subscriber may 
order a PPV program for a discount if the subscriber 
ls willing to have commercial messages appear which 
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would not otherwise be present. For example, a 
commercial message using teletext %ay appear on the 
bottom portion of the screen when viewing a PPV 
movie . Or, with VOD, the PPV movie chosen may have 
periodic commercial message breaks when the 
discounted program is selected, whereas no 
commercials would be provided otherwise. 

figure 5 is another. on-screen display for a 
user interface in accordance with the present 
invention. Here, the display 500 provides 
information on the number of coupon credits which 
have been accumulated while viewing different 
channels. For example, the various program service 
providers may provide viewers with coupons based on 
the number of hours of that service provider which 
is viewed per week, and/or which programs were 
viewed . 

Fields 510 and 53 0 list the various program 
service providers, while fields 520 and 540 list the 
number of coupon credits which have been 
accumulated. For example, for the service provider 
Home Box Office (HBO) , there is a balance of four 
coupons. In this manner, the program service 
providers may compete to encourage viewership . For 
example, when launching a new program, additional 
coupons may be provided. Furthermore, coupons may 
be accumulated based on the time of day or day of 
week that programs are viewed. Moreover, program 
service providers that are commonly owned may award 
coupons to encourage viewership of their programs. 
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FIGURE 6 is yet another on-screen display for a 
user interface in accordance with- s the present 
invention. The display SQ0 provides an example of 
the variety of items from which the subscriber may 
select using the digital coupons of the present 
invention. Moreover, each of the program service 
providers along with other interested parties may 
offer their own items. A field 610 indicates that 
the particular display 600 is that of the service 
provider Cable News Network (CNN) . .A field 620 
indicates the current coupon credit balance, while a 
field 630 indicates the items that may be obtained, 
and field 640 indicates the number of coupons needed 
to obtain each item. 

Thus, the user may redeem the digital coupons 
for a wide variety of items, including additional 
programming that can be communicated to, or accessed 
by, the terminal as well as non-programming items 
which can be delivered to the user's home, e.g., by 
mail . 

Some items may not require any digital coupons. 
Por example, a field 65 0 describes product 
information which can be communicated to the 
subscriber's terminal or delivered to the 
subscriber's home at no cost. However, when the 
subscriber requests the product information, the 
usage pattern data is updated and may be 
subsequently provided to the usage pattern data 
accounting function 125 of FIGURE 1, where it may be 
used for marketing purposes. 
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FIGURE 7 is a flowchart illustrating a method 
for providing digital coupons in accordance with the 
present invention. The flowchart describes an 
embodiment where an initial cash credit balance is 
provided to a terminal, for example, on a monthly 
basis. Then, when the user desires to view 
programming such as PPV programming that has an 
associated cost, the cost is deducted from the cash 
credit balance. Furthermore, when the user meets 
the preconditions of the digital coupon information 
as determined by the usage pattern data, a coupon 
credit balance is accumulated. The coupon credit 
balance may be used to purchase additional program 
services in lieu of cash, or, optionally, to defray 
the cost of programs already purchased. In the 
latter case, the coupon credits may be assigned a 
cash value. 

At block 705, the controller at the transmitter 
delivers an initial cash credit balance to the 
terminals. The amount delivered to each terminal 
may be different and may be based, for example, on 
past purchasing habits. At block 7io, the 
controller delivers the digital coupon information 
to the terminals. Again, different terminals may 
receive different coupon data according to 
demographic factors and the like. At block 720, the 
terminal usage pattern is monitored and recorded. 
In particular, events which meet the preconditions 
of the digital coupons are recorded, while other 
data indicative of user habits may also be recorded. 
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The digital coupon preconditions may account 
for a variety of events, such as whether the 
subscriber has purchased a given number N of ppv 
programs in the las- M days (block 722), in which 
case a digital coupon credit "1" is awarded at block 
724. it will be appreciated that different types 
and amounts of coupons may be awarded according to 
the particular precondition which the viewer meets. 
?or example, some coupon credits may be more 
valuable than others, or may be redeemed for 
different benefits. 

At block 72S, if it is determined that the 
subscriber has purchased x$ of PPV programs in the 
last Y days, a digital coupon credit "2" is awarded 
at block 72 8. At block 73 0, if the subscriber has 
viewed an "inf omercial" for a number Z minutes, a 
digital coupon "3" is awarded at block 732. An 
"inf omercial" is a commercial message that has the 
length and format of a regular program, e.g., such 
as one-half hour or more, and generally gamers a 
relatively snail audience. For marketing purposes, 
it is desirable to reward viewers for viewing 
infomercials even though there is no charge incurred 
for viewing the program. Optionally, coupon credit 
may be awarded only for the first viewing of the 
program, so additional coupon credits are not 
awarded for repetitive viewing of the same program. 

At block 734, if the subscriber has upgraded 
from a basic programming tier to a premium 
programming tier, or to a higher premium programming 
tier, a digital coupon "4" is awarded at block 736. 
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At block 733, if a promotional period is in 
progress, a digical coupon -s- i S >awarded at block 
'*0. Such a promotional period would generally 
apply to all subscribers. 

At block 750, the total amount of coupon 
credits is determined. At block 760, if the coupon 
credit balance is above zero, then at block 7 70, th- 
user is prompted by the user interface (e.g.. every 
time the television is turned on) to select among 
the various options which are available in redeeming 
the digital coupons. For example, the subscribe- 
may order PPV programming for a discount or no 
charge, access premium programming for a 
predetermined period of time, or simply pass and 
take advantage of the available options at another 
time. The various options have been discussed above 
m greater detail in connection with FIGURES a-6 
In addition to the periodic prompts described abov* 
a user will also have the capability of accessing 
the coupon redemption menu at any time via the 
remote control. 

At block 780, the digital coupon balance is 
adjusted by the number of coupons redeemed at block 
770, and the monitoring of the terminal usage 
pattern continues at block 720. 

Note that it i 3 poaaible to veriry that the 
user is actually viewing a particular program by 
requiring some sort of subscriber involvement. For 
example, to v erify Cnac a subscriber hag watched ai 
infomercial for 2 minutes, the teminal may require 
the subscriber to input a command to the user 
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interface. The user interface may provide a message 
such as "Do you wish to continue V to which the 
subscriber muat respond ta meet the digital coupon 
preconditions. An internal timer within the 
5 terminal may be halted until a response is received. 

For subscribers who view infomercial s and the 
like, to ensure that only one set of coupons are 
awarded per program, the C0UPON_REC0RD_DURATI0N 
field as discussed below in Table 3 is provided to 

10 indicate a duration in which the program record of 

the infomercial is scored in the terminal . This 
precludes the same subscriber from getting repeated 
coupons far the same infomercial that is run again 
and again, while still enabling the same program ID 

15 for the infomercial to be used repeatedly. 

The data delivery syntax set forth below in 
Tables 1-4 may be used in accordance with the 
present invention. Tables 1-3, respectively, 
describe data fields which may be used when digital 

20 coupons are delivered to terminals using an EMM, an 
IPPV ECM purchase linkage, and a program ra-key ECM. 
Table A describes data fields which may be used with 
all delivery methods. It should be appreciated that 
the syntax shown is for illustration only and that 

25 other daca delivery schemes may be substituted. 
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TABLE 1 



Syntax 


Size 


Description 


milPDM PRnvinpp in 


3 bytes 


Identifies coupon sponsor 


NEW_COUPON_CRED!T 


3 bytes 


Absolute number of 
coupons for service 
provider in a month 


NEW_C0UPON_DEBIT 


3 bytes 


Absolute debit for service 
provider in a month 


C0UP0N_CREDIT " 


3 bytes 


Total accrued coupons 


COUPON_SEQ_NUMBER 


1 byte 


Epoch (time period) of 
coupon delivery 


TABLE 2 




Syntax 


Size 


Description 


C0UP0N_PR0V1DERJD 


3 bytes 


Identifies coupon sponsor 


COUPON_CREDIT 


1 byte 


Coupon credit remaining 
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TABLE 3 



Syntax 


Size 


Description 


COUPONJD 


2 bytes 


COUPONJD + 
COUPON_PROVlDERJD = 
unique coupon !D) 


COUPON PAYOUT DURATl 
ON 


2 bytes 


Time period subscriber 
must view program to obtain 
coupon credit. 


COUPON RECORD DURAT! 
ON 


3 bytes 


Time period coupon is 
retained at terminal 


CO UPO N_P ROVI D E R_l D 


3 bytes 


Identifies coupon sponsor 
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TABLE 4 



Syntax 


Size 


Description 


COUPON_DEB!T 


2 bytes 


Nurnber of accrued coupon 
debits 


VjUUrUrN_rAL.I\Mot IU 


2 bytes 


Type of coupon for package 
program 


IPPV_CREDIT 


2 bytes 


Cash credit balance for 
pay-per-view 


PACKAGE_PROVIDER_ID 


2 bytes 


Identifies service provider of 
package of programs 


PKG rnQT 


1 byte 


Cash charge for package 
program 


PKG_ID 


1 byte 


Identifies package 


PROGRAM PAYOUT DURAT 
ION 


1 byte 


Minimum time subscriber 
must view program to gain 
credit 


PROGRAMJNFORMATION 


2 bytes 


Video/audio data of 
program 


SHOW_COUNT 


2 bytes 


Count of shows purchased 


VHJJMIT 


2 bytes 


View History Limit before 
report back is mandatory 


VIDEO PROVIDER ID 


2 bytes 


Identifies service provider 



To thwart piracy, digital coupons may only be 
offered to subscribers with established impulse PPV 
accounts where there is a report-back capability. 
This can be effected, for example, by using a bit as 
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a flag in either the group re-key EMM or Program re- 
key ECM. i; 

Tile report-back faature discussed above in 
connection with the usage pattern data accountinc 

5 function 125 of FIGURE 1 allows the program service 

providers and network controller to monitor the 
audience size for different programs . The use of 
digital coupons can therefore allow the service 
providers to detect viewership patterns over a wide 

.0 cross- section cf programs, and not just premium 

shows. In other words, shows which are not 
available through PPV might be made available 
through coupons . 

In the following program delivery scenarios, it 

.5 is assumed that a real channel (i.e., program) must 

exist which can be purchased with coupons. This can 
be enforced by hashing the program information to 
generate a program key as explained further below. 
Therefore, a program cannot be viewed using digital 

.0 coupons unless it is actually offered to coupon 

holders . 

However, pirates may attempt to tamper with the 
delivery of the coupons. The main objective of the 
pirate is to defeat the system by providing false 

5 messages (e.g., "spoofing") to obtain digital 

coupons without having to perform any of the coupon 
preconditions, in accordance with the present 
invention, different ways to securely delivery the 
CQUP0N_CREDIT field to terminals are discussed. 

0 There are three ways to deliver the digital 

coupons, i.e., using a group re -key EMM, an I PPV 
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purchase linkage, or a program re-key ECM. The group 
re-key message technique can handle a distribution 
of coupons to a general population^ of terminals as 
well as providing a method that is linked to IPPV 
purchases. IPPV purchase linkage could be done 
independently from group re-key message delivery, 
however. The delivery of coupons via the group re- 
key message may be mutually exclusive from the 
program re-key technique since, with the program re- 
key technique, the network controller or PPV order 
processing center does not know how many coupons a 
subscriber might earn using the method where the 
coupons are generated internally by the terminal. 
Thus, management of. group re -key based coupons 
cannot be handled as securely inside a terminal 
unless group re-key based coupons are tracked 
separately from program re-key based coupons. 

Direct delivery of coupons through a group re- 
key entitlement management message (EMM) is the most 
straightforward way to control the delivery of 
coupons to subscribers. This approach is suitable 
for IPPV service providers who decide to reward 
particular subscribers based, for example; on 
previous purchasing volume. The service provider 
thus knows which particular subscribers are to 
receive the digital coupons and can therefore direct 
a unit specific EMM to each of the subscribers. 

Additionally, the group re-key EMM approach is 
suitable for providing subscribers with digital 
coupons along with a designator which allows text 
message commercials. These on-screen displays convey 
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advertising and can be overlaid on top of the video 
and audio displayed. As discussed> previously , these 
subscribers are willing to view such commercials to 
obtain digital coupon benefits such as discounts on 
5 other programs. Again, the service providers know 
exactly which subscribers agreed to have text 
message commercials delivered to them, and can 
therefore provide them with the corresponding 
digital coupons through an EMM. 

10 Moreover, using the COUPONJZREDIT and VH_LIMIT 

data fields, individual service providers can send 
digital coupons to individual subscribers . Each 
service provider is identified by the field 
VIDEO_PROVlDER_ID . If a pirate were to synthesize a 

15 group key message with a falsa VIDE0_PR0VIDER_ID and 

COUPON_CREDIT, thereby resulting in a bad group key, 
the pirate might be able to create false 
VIDEO_PROVIDER_ID, C0UPON_CREDIT pairs inside the 
terminal . 

20 One solution to the above problem is 

implemented using EMM authentication. In 
particular, if the group re -key EMM used by a 
transmitting satellite, for example, is hashed. The 
hash is then encrypted to create a signature. A 

25 pirate cannot produce a counterfeit group re -key EMM 
without knowledge of a terminal's unit keys, and the 
key hierarchy. In this case, the counterfeit 
message will be rejected without processing. 
Another way to authenticate a message is to use 

30 public key cryptography to sign or encrypt the 
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entire message. This can also prevent the 
generation of counterfeit messages,. 

Furthermore, a pirate may use' "replay" attacks 
using legitimately built messages. In this case, a 
5 legitimate message is saved and provided to a 

terminal months after the message was originally 
created and first used to make new COUP0N_CREDIT 
inside the terminal. To protect against this, group 
sequence numbers may be incremented. 

10 Moreover, the pirate may attempt to replay the 

message in the same month that it was generated. To 
protect against this, new COUPON_CREDIT could be 
tracked during a particular month. At the end of 
the month, it can be added to COUPON_CREDIT that was 

15 earned in previous months. When the COUPON_CREDIT 
FIELD is sent to the terminal during the month in 
the group re-key EMM, it would be the absolute 
coupon credit issued to a particular terminal. 
Moreover, an additional field, COUP0N_DEBIT, may be 

20 created inside the terminal to manage the coupons 

from a particular service provider for that month. 
Another way to secure against replay attacks within 
the same month would be to sequence the emms 
themselves. The decoder may then be able to 

25 differentiate between a new message and one that it 

has seen before. Another method would be to include 
a date/time parameter in the EMM. As with a 
sequence number, this field can only go forward or 
stay the same, but cannot be changed to a past 

30 value. 
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For each individual service provider, any new 
C0UP0N_CKEDIT value must be authenticated, e.g., in 
the group re-key message just as with the 
C0UP0N_CREDIT and VH_LIMIT fields since merely 
5 signing the message or using public key cryptography 

will not prevent such replay attacks. Moreover, 
each new coupon record should track the sequence 
number which indicates when it was generated. When 
the group key epoch occurs, the group re-key EMM 

10 that was originally used to create the coupon record 

will not be able to create additional coupons since 
the message will be old. At that time, the new 
C0UP0N_CREDIT can be added to old COUPON_CREDIT . 
If, during the next month, no new coupons are sent 

15 to the terminal, and all of the existing coupons are 

used, then the entire coupon record can be erased. 

In a second digital coupon delivery method, 
coupons are delivered through an IPPV buy linkage. 
With each IPPV purchase, a bit in the program re -key 

20 message allows a service provider to deliver one or 
more coupons automatically and instantly to 
subscribers without waiting to get a report back or 
performing a "trip" (e.g., delivery) with coupons as 
in the group re-key method discussed above. If a 

25 subscriber did not have any coupons from a 

particular service provider before, a new service 
provider coupon record is made. The coupon creation 
process is therefore tightly linked to actual 
purchases of IPPV programs. After a number of 

30 coupons have been accrued, the subscriber can redeem 

them. Typically, a service provider will offer 
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digital coupons which can be redeemed only for that 
service provider's programs. Howe,ver, groups of 
service providers may collaborate to provide 
interchangeable coupons if desired. 
5 In another possible pirate attack, a pirate may 

attempt to manipulate the number of coupons which 
are awarded when performing the digital coupon 
preconditions, e.g., such as purchasing a number of 
IPPV programs. One possible solution uses a DES 

10 hash with encryption (e.g., signature) or public key 

encryption of the program re-key message. If the 
number of coupons is authenticated in the IPPV 
report-back, then the pirate's manipulation of this 
field would cause a bad cryptographic field. 

15 If the pirate does know the group key, 

counterfeiting could occur but may be detectable if 
the view history information (e.g., usage pattern 
data) is used to hash the coupon value and is sent 
along in the report-back. 

20 Moreover, if public key cryptography was used 

in the delivery of the program re -key message, then, 
even if the pirate knew the group public key, a 
message still could not be synthesized since the 
group private key would not be known. Public key 

25 cryptography has a distinct advantage over secret 

key cryptography since the group encrypt or private 
key is not in the terminal. Consequently, VLSI 
probing and other attacks against the terminal 
cannot reveal the key. 

3 0 In a third delivery method in accordance with 

the present invention, digital coupons are delivered 



3* 



(73) 



t#Hl¥ 1 1 -1 6 8 7 0 9 



in conjunction with extended commercial programs 
known as " infomercials . " Preferably, a subscriber 
is rewarded with digital coupon credits only after 
viewing the program far a specific amount of time. 
5 Furthermore, to prevent the subscriber from simply 
tuning in the program and walking away, it might be 
advantageous ta require some sort of subscriber 
involvement such as a control input which is 
requested by the user interface. 

10 A pirate may be able to alter code in a non- 

secure processor to automatically provide the 
subscriber involvement control signal . However, the 
amount of time that the program must be viewed, or 
at least tuned in, can be secured. To do this, 

15 there is no need to track the naximum time that the 
program lasts since the infomercial service provider 
is essentially paying the subscriber to view the 
program. The PROGRAM_PAYOUT_OuRATION field can be 
loaded into a countdown timer to enforce the minimum 

20 viewing time requirement of the digital coupon 

preconditions. The coupons are thus issued when the 
timer counts down to zero, and the timer counts down 
only when the infomercial channel is tuned in . 
Essentially, this ties up the terminal to tune in 

25 the infomercial and precludes it from tuning in 

another channel . 

Furthermore, the COuPON_RECORD_DURATI0N field 
is required to determine when the program record 
should be expunged from the secure processor's 

3 0 memory . 
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the program re-key ECM, which indicates how many 
coupons are to be awarded when viewing the 
inf amercial . One possible solution is to use a DES 
5 hash (e.g., signature) or public key encryption of 

the program re-key message. Like the other attacks 
described above, signing the program re-kay message 
makes it hard for the pirate to counterfeit the 
program re-key message without knowledge of the 

10 group secret key or private key. Moreover, if 

public key cryptography is used in the delivery of 
the program re-ksy message, then, even if the group 
public key was known by a pirate, a message could 
not be synthesized since the group private ksy is 

15 not known. 

In another possible pirate attack, the pirate 
records legitimate program messages, and repeatedly 
plays back the messages to the terminal. The pirate 
may modify the terminal to provide control inputs 

20 directly to the chip or via the user interface to 

increase the number of coupons held by the chip. 
One solution to this attack is to create and store a 
program record in memory. In particular, the 
C0UP0N_CREDIT field is used to authenticate the 

25 number of coupons being awarded. In addition to 

COUFON_PKG_ID and COUPON_PROVIDER_ID, two duration 
timers are needed instead of one. One timer, 
COOTON_PAYOUT_DUHATION, tracks how long the 
subscriber must be tuned to the program before 

3 0 coupons are awarded, and the other time, 

COUPON JIECORD_DORATION. cracks when the program 
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record can be expired from memory. The amount of 
time that a record should be retained might be two 
months, for example. 

Delivery of program re -key messages by public 
5 key is a safer mechanism. A. pirate would need to 
cryptographically search for the group private key 
to alter program re-key messages. The group private 
key is not delivered to any terminal anywhere in the 
network. The length of the group public keys 

10 delivered could expand according to the perceived 

piracy threat. And, the group public and private 
keys may be changed through the delivery of new 
EMMs. If there is a system breach, the infomercial 
feature could be abandoned simply by making program 

15 re-key ECMs with the coupon issuing feature missing, 

or not allowing IPPV purchases with coupons . 

In the above discussion, it was seen that there 
are three distinct methods for delivering coupons to 
the terminals. The first is group re-key EMM based, 

20 the second is tightly tied to IPPV authentication, 
and the third is Program Re-key ECM based using the 
" infomercial " concept . 

The group re -key method is similar to how IPPV 
is implemented with the only absolute COUPON_CREDIT 

25 given, and requiring a COUPON_DEBIT field to exist 

inside the terminal far each service provider with a 
COUPON_PROVIDER_ID . 

The IPPV purchase linkage method is a hybrid 
between the group re-key method and the program re- 

30 key method since it takes advantage of IPPV 

authentication that is already done and securely 



(76) 



11-16 8 7 0 9 



authenticated inside the terminal, and yet is 
delivered by a program re -key ECM with, the 
appropriate parameters set. Coupons using this 
method can only be delivered through a real IPPV 
5 purchase . 

With the program re-key method, coupon 
redemption may or may not be tied co the view 
history report-back. Far auditing of viewership, 
coupon redemption is tied to the report-back since a 
10 communication link such as a telephone network is 

required . 

Accordingly, it can be seen that the present 
invention provides a system tor transmitting digital 
coupons to subscriber terminals for various 

15 promotional purposes . 3y delivering and managing 
the coupons electronically, the coupons are more 
likely to be used by the subscribers, and 
distribution and handling costs for the promoters 
are significantly reduced. Subscriber loyalty can 

2 0 be rewarded, while subscribers can also be 

selectively targeted to try out programming in which 
they are likely to have a special interest. 
Subscribers can be even be encouraged to view 
commercial programming such as inf amercials . 

25 Additionally, with an optional report back feature, 
terminal usage pattern data can be retrieved and 
analyzed to determine the effectiveness of the 
promotions and to gather additional demographic and 
individual data. Furthermore , the integrity of the 

30 scheme can be assured with various encryption 
techniques . 
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Although the invention has been described in 
connection with various specific embodiments, those 
skilled in the art will appreciate' that numerous 
adaptations and modifications may be made thereto 
5 without departing from the spirit and scope of the 
invention as set forth in the claims. 

For example, accounting of the coupon credit 
balance may be maintained by the network controller 
or other entity apart from the terminal . This 
10 accounting may be updated real-time as the coupon 
balance changes, or periodically, such as where an 
automatic telephone report back capability is 
provided. 
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4-. BRIEF DESCRIPTION OF THE DRAWINGS 

FIGURE l is a block diagram of a communication 
system in accordance with the present invention. 

FIGURE 2 is a block diagram of a subscriber 
5 terminal in accordance with, the present invention. 

FIGURE 3 is a block diagram illustrating a 
decryption hierarchy for use in accordance with the 
present invention. 

FIGURE 4 is an- on-screen display- for a user 
1C interface in accordance with the present invention. 

FIGURE 5 is another on-screen display for a 
user interface in accordance with the present 
invention. 

FIGURE 6 is yet another on-screen display for a 
IS user interface in accordance with the present 
invention . 

FIGURE 7 is a flowchart illustrating a method 
for providing digital coupons in accordance with the 
present invention. 
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-YOU ARE NOT SUBSCRIBED TO THE PROGRAM. 

- HOW DO YOU WISH TO VIEW THE MOVIE? 

-YOUR OPTIONS ARE: 

_ a)IMPULSE PAY-PER-VIEW 

-THE COST IS $3.50 FOR THE MOVE. 
—YOU HAVE $27.50 CREDIT. 



b)COUPONS 



-THE COST IS 7 TV COUPONS. 
-YOU HAVE 13 TV COUPONS. 



. g)IMPULSE PAY-PER-VIEW WITH DISCOUNT 

-THE COST IS $1.50 WITH 4 TV COUPONS. 
-YOU HAVE $27.50 CREDIT AND 
13 TV COUPONS. 



FIG.4 



COUPONS 



COUPON LEDGER 
530 



\ 



/ 5 
COUPONS 



HBO: 


4 


TVN: 


7 


SHOWTIME: 


6 


THE MOVIE CH. 


1 


CINEMAX: 


3 


CNN: 


4 


AMC: 


8 


WGN: 


2 


DISNEY: 


3 


DISCOVERY: 


6 
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600 



/ CNN 
°1 OS COUPON REDEMPTION CENTER 


— — YOU CURRENTLY HAVE 32 COUPONS 
y 640 

# OF COUPONS 
630 ^ NEEDED 


MOVIE FAVORITES 
EACH MOVIE: 


3 


INTERNATIONAL DIGEST 
LATEST ISSUE: 


1 


WALL STREET WEEK 
LATEST ISSUE: 


1 


CNN INTERNATIONAL 
ANY PROGRAM: 


1 


T-SHIRT 

"GO FOR GOLD" LOGO: 


30 


KEY CHAIN 

"CNN CENTER" LOGO: 


25 


■sf PRODUCT INFORMATION 
> "BEST CARS" PACKAGE: 


0 <- THIS WILL CAUSE CUSTOMER 
TO BE RECORDED, 
BUT COST IS ZERO 


CNN RADIO 

1 HOUR PROGRAM: 


1 
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FIG.7 



CONTROLLER DELIVERS INITIAL 
CREDIT BALANCE TO TERMINAL 



CONTROLLER DELIVERS 
COUPON INFORMATION TO 


DIGITAL 
TERMINAL 







TERMINAL USAGE PATTERN 
IS MONITORED 



INTERFACE PROMPTS USER 
FOR REQUEST 

-ORDER PAY-PER-VIEW PROGRAM 

WITH DISCOUNT 
-ACCESS PREMIUM PROGRAMMING 



ADJUST DIGITAL COUPON 
CREDIT BALANCE 
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HAS SUBSCRIBER PURCHASED 
N PAY-PER-VIEW PROGRAMS 
IN THE LAST M DAYS? 


YES 


AWARD DIGITAL COUPON 
CREDIT 1 


_ 





HAS SUBSCRIBER PURCHASED 
X$ OF PAY-PER-VIEW PROGRAMS 
IN THE LAST Y DAYS? 



AWARD DIGITAL COUPON 
CREDIT 2 



HAS SUBSCRIBER VIEWED 
INFOMERCIAL FOR 2 MINUTES? 



AWARD DIGITAL COUPON 
CREDIT 3 



HAS SUBSCRIBER UPGRADED TO 
PREMIUM PROGRAMMING 
WITHIN LAST Q DAYS? 



AWARD DIGITAL COUPON 
CREDIT 4 



IS A PROMOTIONAL PERIOD 
IN PROGRESS? 



AWARD DIGITAL COUPON 
CREDIT 5 



SUM DIGITAL COUPON 
CREDITS 



DIGITAL COUPON CREDIT 
BALANCE >0 ? 



FIG.7B 
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1. Abstract 



Digital coupons are selectively transmitted in 
a communication network to subscriber terminals for 
promotional purposes. Subscribers automatically 

5 receive coupon credits when they meet the 

preconditions of the digital coupons. Free or 
reduced price pay-per-view (PPV) programming in 
particular may be provided when a subscriber 
purchases a given number of PPV programs at a 

10 regular price. The terminals maintain a running 

balance of available coupon credits and inform the 
subscriber via a user interface of the available 
balance. Subscribers can be rewarded for viewing 
commercial messages by awarding coupons which can be 

15 immediately redeemed for PPV programs. With an 

optional report back capability, terminal usage 
pattern data can be retrieved and analyzed by 
program service providers to determine the 
effectiveness of the promotions and to gather 

20 additional demographic and individual data. The 

integrity of the scheme is assured with encryption 
techniques . 

2.Representative Drawing 
None 



